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Endpoint Detection and Response (EDR)

Crowdstrike =y 1. & #FANEEF A endpoint 91774
CarbonBlack 20-40% 2 EHEESE Y
Penetration 3 Response
1.FH IEmREFEE
2.Forensic—EBEELZSH - k= HIRIE
EPP with EDR
Full EDR

Endpoint Protection Platform (EPP)
1. JFA%E file-based fmE

Symantec 95t(){_() 2. 3t A EENERAEN BN EEEENT S
Sophos ~ EPP  Feneraton 3IRMHEE RIEERSHEN  TEBRNSE
TrendMicro NGAV SentinelOne

Feature

Enhancement Cylance
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Early 90s: Signatures

Known Bad

EEEEEEEEEEEEEEEEE File List
EEEEEEEEEEEEEEEEE PE——
EEEEEEEEEEEEEEEEE

1D6158BF
1D3173D9
CEAAZEAS
94F542E5

1368ABES
/1

Fast and
accurate...

=
=

...aslong as
the malware
doesn’t
change.

2
C26BB1DD

32540636

A9ATIF1A
ENEEEEEEEEEEEEEEE Conoos ap
EEEEEEEEEEEEE NN

EEEEEEEEEEEEEEEEE F41352C1
618DE372

Last Decade: Rise of Machine Learning

G@DWARE

=
=

(Very) Simplified
Machine
Learning Model

EEEEEEEEEEEEEEEEE MALWARE

Late 90s: Signature Evasion

Known Bad
File List
6203CEF83
| ] 1D6158BF
FiS|Hag: 1D3173D9 If just one
7 2A1 3B4 6 CEARZ2EAS byte
94F542E5 changed, a
1368ABES file hash
435B0535 wouldn’t
mateh
32540636 anymore
AOATOF1A
69D9953F
F41352C1
618DE372 simplified for clarity
Known Bad
Combinations
[ | ] ] [ |||
EEN [ [ ] ]| 8BB0O +COAD
HER HEEER or 3E30
11 [ 1] or 1F83 .
[ | ] ] [ ||| cat o Var|ar.1t
=== ==== 5BCO +B3CO Protection
helps spot
EEE EEEE ox SEim pt. P
- EEEE or ED14 entire
HEN HEEEN e s malware
HER HEEER C3C +2C2F families
=== .====\ or DB31
+ —
HER EEEEEEN Or
HEN ENEEEEN 69E2 +A9CD
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Dynamic
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g SHERER
Malicious D
= | Ol meex mmEE gEsr ®
Suspicious
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BRFFEZRNEE

DASHBOARD evenT viEwer () FORENSICS COMMUNICATION conTrRoL v () SECURITY SETTINGS Vv ADMINISTRATION (@) ® Protect

AUTOMATED INCIDENT RESPONSE - PLAYBOOKS ASSIGNED COLLECTOR GROUPS

% _, £ 8 High Security Collector Group (0 collectors included)
NAME MALICIOUS PUP INCONCLUSIVE  LIKELY SAFE Beta 4.1.0 (4 collectors included)

v El] Defautt Playbook FaAmner (C© Cloud (2 collectors included)

NOTIFICATIONS (sent in protection and simulation modes) Default Collector Group (8 collectors included)

: § . edrtest (1 collector included)
Send mail notification

emulation (0 collectors included)

Send syslog no nust be defined under Admin settings
emulation_a (0 collectors included)
Open ficket v v v )
Eugene-emulator (0 collectors included)
INVESTIGATION Linux collectors (2 collectors included)
Isolate device with Collector lior (1 collector included)
e AC ector must be defined under Admin settings I lior Testing (0 collectors included)

Move device to the High Security Group lior333 (1 collector included)

REMEDIATION Nastya (0 collectors included)

oti (0 collectors included)
Terminate process

philip (1 collector included)

Delete file
PT (0 collectors included)

Clean persistent data

Liock agoress on Firews

ResearchTeam (1 collector included)

- e shanitest (0 collectors included)

11
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THREAT HUNTING SETTINGS

FiERTINET
Inventory Profile (default)
All collector groups

TINET

Standard Collection Profile
No collector groups assigned

FIATINET
Comprehensive Profile
No collector groups assigned 4

1TRREREE

DASHBOARD

EVENTVIEWER ()

Events Collection And Storage

Collect and store Activity Events of the following categories and Types

Hie #5LA5E (L & =2 S EE

FORENSICS

COMMUNICATION CONTROL v ()

SECURITY SETTINGS Vv

INVENTORY v
Security Policies H
Playbooks

Threat Hunting Settings
Exception Manager

Exclusion Manager

ADMINISTRATION ()

Protection v

Reqistry

Event Log

Process Termination

Inventory Enabled
File Detected
Process Enabled

Process Creation

Enabled

File Enabled

File Create File Write
Network Enabled

Socket Connect Socket Bind

Process Start Thread Created

File Read

File Rename

Socket Listen Socket Close

Executable Loaded

File Delete

Socket Accept

File Permission Change

File Owner Change
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Threat Hunting

DASHBOARD

evenT viewer ()

FORENSICS ™

RSETE

COMMUNICATION ConTRoL ~ ()

e

<

SECURITY SETTINGS ™

£RCER

ADMINISTRATION (D)

L ] Protection v

CATEGORY DEVICE Enter a Lucene like syntax search expression... e
? All Categories v Choose v Last 24 hours v i
Behavior (3907) =) Type (2161981) =] Device Name (2161981) =] Target Process ... (33395) =] Protocol (21152) =] Remote IP (21152) =T Remote Port (21152) =T Target Process Signed Signed By (33395) =|
credential access 3052 File Read 826453 lior-newpc 1660993 chrome.exe 6690 tcp 18267 322224936 1 636 1 ~ . Signed 33075 32196
discovery 855 Executable Loaded 735967 ensw-lap153 350083 proxyhost exe 3927 udp 2885 8.241.17.254 1 993 1 — . Unsigned 320 engineering 639
File Write 259258 ensw-lap149 97660 teams.exe 2398 10.0.0.30 1 5000 1 empty 320
File Create 136152 ensw-lap119 37322 svchost exe 1715 10.0.0.138 1 5353 1 information technology 73
File Delete 105581 einat-pc 10816 backgroundtaskhostexe 1509 10.51.102.170 1 10443 1 acrobat dc 75
v More (5)
All EDR Events (2.16M)  Process (771.6K)  File (1.37M)  Network (21.2K)  Registry  Event Log (1.5K)
["]I] Customize 1 E File Read
) ) ) Summary  +>chrome exe 2020-Sep-16, 13:05:13
Category  Time - 08 Device Name Type Behavior Process And Attributes Target Event Attributes
o P15 Lot A N |:| status @ Disconnected Internal [P 10.51.121.49,192.168.116...
R ~ M Source PID  Local Address emote Address
@ 2020-Sep-16 ENSWLAP119  Socket Conn chrome.exe 2001:4860:4 13284 0:0.0:0:0:0:0:0/64983 2001:4860:4860:0:.. TRE Uptime  3d. 3h, 49min, 38sec
. Source PID  Path Hash
E 2020-Sep-16... LIOR-NewPC File Read chrome exe 000474 3584 UserslliorAppDatal. .. [ chrome exe PID-53584 v,
Path C:Program Files (x86)\Google\Chrome\Application\chrome. exe
D" 2020-Sep-16... ENSW-LAP119  File Read SelfElectController.exe downloader... e ;':loh ramData\LAN fiasn
g . Executing user ENSILOVior
e TE D s Product Google Chrome
o 2020-Sep-16. LIOR-NewPC File Read chrome exe f_005f5b = -
(s s - Jeralim Ay E SHA1 943A2D62A7 AB2888239DCE90AEAFT5AGT 1550642
- Command line ~type=utility —-utility-sub-type=network.mojom. NetworkService —field-riak
@  2020-Sep-16 LIOR-NewPC  Socket Close chrome exe 0000000 papaa C SoEi e ihameTia e handle=1532 5379426322936354670, 323467916 1765668624,131072
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- Default v ‘

DASHBOARD EVENT VIEWER @)

DASHBOARD

FORENSICS v

EVENT -

— R v g

COMMUNICATION CONTROL v €

o == AN TG O ¥ N Gl 2

(L &=

SECURITY SETTINGS ™ INVENTORY v (@)

SECURITY SETTINGS Vv

ADMINISTRATION €))

Showing 1-4/4

INVENTORY Vv

( Protection v

kmyang v

EVENTS E F @ 7] A p—— BE?%FICATION DETAILS
ortiGate LIMAREEI TPH TR
LICE! e 03 eqort ~ s B Exception Manager
Name Details Interface Fabric Sync Type Ref.

C

&% Bonjour 224.0.0.251-224.0.0.251 undefined Multicast A.. O
U

&% EIGRP 224.0.0.10-224.0.0.10 undefined Multicast A.. 0O
B &% OSPF 2240.0.5-224 Address I8 FortiEDR_185.199.109.133 undefined MulticastA.. 0O

&= all 224.0.00-239 Type IP Range undefined Multicast A.. 0
E e )
< 8 all hosts 22400.1-224 P Range  185.199.109.133-185.199.109.133 undefined MulticastA.. O

Interface O any

&% all_routers 224.0.0.2-224 o . undefined MulticastA.. 0O
T Fabric Sync € Disabled
| 5 AciressGroup © Commer: [romeorcvenp ]
& = Demo_Malicious_IP T FortiEDR_7| References 1 © Disable AddressGr.. 1

12 FortiEDR_9
¥ 1D FortiEDR 5| ¢ Edit
I FortiEDR_185.199.109.133

W— 1 Create

PrQCeSS e —_— s —
explorer.exe

Process
cmd.exe

)»—-mi 2 Create

3 Connect
Suspicious Application

@ Block
FLIRTINET

Process
powershell exe

v All Firewalls

v FG-60E_SSL
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SEIREGEER

MDR

Managed Detection & Response

EDR

Endpoint Detection & Response

EPP Im25PhE

fhE& 5122 AV / Signature . I — ) - R <

P e B AR R T A B AN AT B
BB K BERLTHEHAE BRI
— BEARNIES BT RNIES

RS (e o) R H B RO R
PEBE S EES) S EE S

BB BIEE AEE-EREE

S9ra e ] B3 AR S

BEZEHEERS

XDR

eXtended Detection & Response
EEARNEITRER

BRI REHITIEE

EBTRHINCE
REHBEZ

ESEIEELE Tl

REFEELRRE
IS i e B A B 2 R R B B 9 A

éﬁ%#ﬁnﬂﬂ%ﬁﬂﬁﬂﬁi—imﬂﬁ;&ﬁ
BE - scEIBE/BIRFIR
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AFBE MDR ?

EoH: EDREMBRFRENSZETHER, FEEADTAEN=®
FZEX: BEEDREZHAIRMTADITERE, IJLBEERMER A
ZR0EF: 7ILA , BUBEERHERE

- BRE: OJLURMEEZERISE DTS, TEOTERSHFEERNETE
205 HEXRETRMERRERADTT, TR EEEELRIH

EDR

24x7 B |, \\ 24x7 B 1\ 24x7 IR
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SIEM E1 SOC Z=5l?

SIEM

Security Information and Event
Management

«<»

Y - RERMARHGER

LE#% » SOAR : Security Orchestration,
Automation, and Response

&

—HERREAGEER > BREPEER
HZEmMFIRESMNLog ) EMBASHRAHEE
BBk 4R « ELEIRERE - EEEIRIEE
{CRIZASEIFESE > LASHBI S SEA R ER M
B3 BERSIRIR P 4R 14 3t BP B HEPRADRE o

SOC

Security Operation Center

| BE )

R BRI BR2EESE
Ed » EERID

«<»

ELARY - BRI SRR 2RSS
RESIEEIRNE » BETHE—(EE 25
= > AERAB5X85%24X714:R « EIFERE -
IRNA TIRFEME1 NEZ > BEATSI®
SOCHISIEMBYIHRERTS ©
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BZHGE R ER
NGFW /IPS / VPN
EPP/EDR

Web Application
Email System
AAA Server
Database

Traffic / Flows
\Router / Switch / WLAN, etc.)
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Rermedy

yrmene 1o ﬂNetApp
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AINAEE - W
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- 1SS
ERCEBZANBEER

mERMEBEIMEEZTH

<180 - NR. : —qd- 3 - _n 4R ' rid="FG1K5D3114803552"

" " " " " " " " o " " " Iﬂ date=2020-08-17 time 14:02._6" devname="LAB-1500D dexlu:l FG1K5D3 114803552

Te 183 76 20 2 E m gid="0000000013" type="traffic* subtype="forward" level="notice" vd="root"

I I I ® I I N q 9

eventtime=1298508177790121297 tz="+0800" srcip=10.1.200.161 srcname="box"
srcport=53376 srcintf="Server Farm" srcintfrole="lan" dstip=185.255.135.33 dstport=80

= dstin tf="port17" dstintfrole="wan" sessionid=3447324580 proto= tion="timeout"
T P P
Q é
7N AH At = |:| policyid=2 policytype="policy" poluuid="08b67cec-d2al-51e9-44a9-e8c8b7be6c95"

service="HTTP" dstcountry="Russian Federation" srccoun Reserved" trandisp="snat"

[ SR ST NG BT N ) S L E P S P WY SR ST | REDENO  EOE | [ S |

%_I%_ 183 .., Lines: 70

i5:]
Eﬁ 76 Item

Application Group Name unscanned
BMI 20.2 -
E E 10y nEf%E ’:E 1t Collector 1D 10000

BB =5 BAS MES
1IEIII~$ EﬁH/H:l 2 Destination City Moscow

Destination Country Russian Federation

Parser &4t

S

Event Details

Destination Country Code RU

Destination Host Mame HOST-185.255.1
Destination

Destination Interface Name

Destination Latitude

Destination Longitude 37.6173

Destination Organization SUPERSERVERSDATACENTER







Security Availability

EEED 1 (Al) B
a3 EE (ML) B ?EEIJ

ESHERI D ITARE) - — RIS IIA BN popcin

E;t (Security)
BE (Performance)
ﬂﬁﬁfﬁ (Availability)
£ &) (Change)
BT ERE LB DT HRRIZK
MESEEREEERK

Environmental

~olicy Violation

Airline
Authentication Vulnerabilities Behavior Anomaly Security




low: Top Conversations By Bytes SAUB8x  Top Malware QU8 OX  FortiGate Application Control ~QUROX  Top Sources by Bandwidth cQUeOx  Total Spam

Last 1 hour@16:58 Last 8 hours@16:49 Last 1 hour@16:50 Last 1 hour@16:50

k-]
¢ COUNT(Matched Events)

Malware Source Destination Count 192.168.138.90
W32/Amadey.94_  10.1.0.18 45.141.84.184 144 I . 10.1.5.1 1@6
MSIL/Kryptik.GV_.  10.1.0.13 202.28.49.85 [ — . 192.168.138.113
MSIL/Kryptik.GV_.  10.1.0.19 202.28.49.85 [ — 192.168.95.99
PossibleThreat...  10.1.0.18 195.22.153.244 T — 192.168.138.55
PossibleThreat.P.. 10.1.0.18 217.160.0.230 I E— 192.168.99.99
- VBA/Agent.LAG!_.  10.100.91.5 10.100.66.200 [ — 192.168.138.103
A ‘W32/BitCoinMin._. 10.1.0.12 210.153.27.14 I E— 192.168.138.111
W32/Crypren.AF...  10.100.91.11 10.100.66.11 [ — . . 192.168.88.11 =
192.168.88.25 "
i o8 ses e 05207 ME 1z s ' COUNT{Mat
Las?l hour@w:o’s‘ Top Devices By CPU La:?1thg1552 [system] FortiDeceptor: IPS Attacks on Decoys Source IP to Des“La';ﬁﬁ:s;Esz Top Country By Malware Lastiﬁasgs:; FortiSIEM UEBA - Event Types Lafﬁ|rg150§
$J-Dev-A-Fdy-Fastiron
Juniperfw / \ ﬁt E -~ é E _—
ph-netwark-1560_1 u = zz T\
FEVI000000129188 1I 1j ; j *ﬁ "‘n % $ W 1& K *& I\ / _—
5J-QA-A-10S-JunOffice
fortiwifi —
FSAVIMOI000008872 —
= SIEM 1R RS BRI BT RS EREEELRANE
E I~ Ax = THEHY B A A B2 EE R B ——
FortiGate-OT-OTCSE ) . —
L = S - RIS BB ST AR AU
] 1640 1650 ' A o P ~ 7 S vl
low: Top Conversations By Bytes SAUBEX  FortiEDR Most Targeted Application SACVEX  spam Details E/—_ E 1E: % *}i o ked By Count
Last 1 hour@17:00 Last 8 hours@16:54 on ﬁ X
COUNT(Matched Events) _

6 (TCP),443 (HTTPS) 98.26 KB 4

Inconelusive,avp...:1152 ] =
El 6 (TCP),8505 94.82 KB H

= 2

2 6 (TCP),3608 86.66 KB §

H

<

E

192.168.77.21
192.168.77.34

_
110.75.129.5

0
uspicious, avp.exe:632
80+
40
l kSmDiciuui,ﬁkeMin 2 .
PUP, TreeSize Profes...:80
PUP, Advanced IP Ad...:64
PUP,Flatmii_v1.5.exe:24 \
licious, Advanced ...:64

0 T T
Fab 23rd, 2021 08:00  10:00

| 192.168.77.36
[ 192.168.77.39 31.13.64.35
| 192.168.77.25 66.102.251.24

T
1500

£QU®BBEX 0T - Incidents in Purdue Levels - Security Incidents Summary cQ B X [system] FortiGate Top Applications by Type AUV /X [system] FortiGate Top Sources by Bandwidth SQUaBx  Flow: Top Conversations By Bytes cadafx
Last 8 hours@16:51 Last 8 hours@17:04 Last 1 hour@17:07 Last 1 hour@17:08 Last 1 hour@17:10
J i Total41 81 8 WOB - 7.98 MB
Event Name g‘:{:”‘:y Purdue Level ;I'rl.)ctiadlel:.ﬂque q 192.168.77.22:7.98 HB. W7.98 MB - B.17 MB
gory a0c-| s 204.79.197.212:7.58 B 8.17 MB - .45 ME
" W 8.45 MB - 8.72 MB
Sudden Increase In DNS Requ... m Level 3.5 2 T M B.72 MB - B.86 MB
T
Large Qutbound Transfer EE  Level2 2 I £ o
3
Large Qutbound Transfer EEM  tevel 3.5 2 I £
é 40k~ 61.129.7.47:8.3 MB
Large Outbound Transfer To .. [LEIM Level 3.5 2 I = GBI
4
=2
Sudden Increase In DNS Requ... L0  Level 2 il S—] 5 2k
Sudden Increase In Firewalt C.. [0 Level 3.5 I )
00— - i o8 192.168.77.32:8.69 M
Sudden Increase in Reported [N Level 3.5 — Feba 21 1508 018 B e e == FRi s 25092 549
I TriStation_CP.Status.KeyState.Program.Run... M TriStation_Execution.Command.Get.CP.Statu... W 192.168.138.90 W10.1.5.1
Sudden increase in Traffic Fr.. [0 Level 2 il I = Tristation_Execution. Command. Upload. Funct. ristation_Execution. Command.Upload. Funct... 92.168.95.99 92.168.138.113
M Modbus_Exception.Slave.Device. Failure Medbus_Read.Input.Registers 92.168.88.11 92.168.88.25
Sudden increase in Traffic Fr. LI Level 3.5 (] [ TriStation_Execution.Command.Upload.Progr... B TriStation_Execution.Command.Upload.Progr.... 1 192.168.138.55 W 192.168.10.2
i Events) 1 SHAP_GetNextRequest 1 TriStation_Execution.Command.Command.Reje... W 192.168.88.13 192.168.99.99
Fvrocciva Fad llcar NNS Ouari TSI 1ovel 2 5 — 1T



eI E—F
TR KAZE NetFlow / SFlow / JFlow / IPFiX SRS aCit D 4t st

Top Protocols By Bytes SQD#x  Top Destination IPs By Bytes cQD#x
Last 1 hour@15:07 Last 1 hour@15:07

(28%)17 (UDP),53 (DOM...:6908

(47%)6 (TCP),443 (HT...:11421—F

(20%)6 (TCP),80 (HTTP):4843

(2%)6 (TCP),17472:543

(2%)17 (UDP),443:408 (E ,
Co_gle

Top Conversations By Bytes cQDO#x  Top Source IPs By Bytes cQO®x
Last 1 hour@15:07 Last 1 hour@15:07

Source Host

Source IP Name Destination IP Total  60-250-130.67

10.20.1.122
60.250.130.67 60-250-130-67.H... 60.250.130.70
60.250.130.70

10.20.1.122 60.250.130.70
113.196.33.199

LM ACA AN Th 440 AAL TA AL

Copyright © 2019 Inc. All rights reserved. Organization: : Scope: Powered by
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Identity & Location Dashbo... ~

IP Address

10.10.1.120

10.1.206.151

10,1.200.242

10.30.1.107

10.30.1.105

10.30.1.105

42.74.77.1477 -

10.30.1.102

Copyright © 2019

MAC Address

98:E0:D9:8B:E3:23

Q0:6C:AC:Z9:FE:28

00:50:56:ba:47:86

AD0:DS:C

:18:D6:SF

d4:6d:6d:2¢:05:68

f0-18:98:50:ff-48

FO:18:98:50:FF:48

34:36:3bcd:f1:4a

, Inc. All rights reserved.

Identity & Location

User

wevin (Domain)

4

Host Name

JaniedeAir-2

FGB00D3915800145

WINTB. fortinet. com.tw

marty (VPN)

LAPTOP-4PIGSMCO

zhangheeMacBook

zhangheeMacBook

Spencerteki-MBP

Organization:

<
a
|

Domain

FORTINET

10.1.200.254

User:

VLAN ID

=

(o s

Connected to

0A-6000.fortinet. com
Aw 192,168.1.254

ERS3510GT 10.1.210.35
(ifed (Slot: 1 Port: 4))

L2 2353
SEIEEE W

QA-6000. fortinet.com
Aw 192,168.1.254

OA-6000. fortinet. com
Aw 192.168.1.254

Scope:

OA-6000.fortinet.com
Aw 192.168.1.254

OA-600D. fortinet.com
Aw 192.168.1.254

First Seen

Dec 26, 2018 2:24:48
PM

Dec 19, 2018 3:57:48
PM

Dec 17, 2018
12:28:19 AM

Dec 5,

© BFRS: Last 1 Day ~

Last Seen

Jan 9, 2019 8:19:06
PM

Jan 9, 2019 8:19:36
PM

Jan 9, 2019 8:34:30
M

W FTA1EET

Dec 5,

T HESEiECER

Jan 3, 2019 2:52:46
PM
Jan 3, 2019 3:02:24
PM

Jan 7, 2019 5:12:21
PM

Jan 4, 2019 2:08:50
PM

Jan 3, 2019 1:49:23
PR

Jan 3, 2019 2:52:46
M

Jan 3, 2019 3:02:24
Pa

Jan 7, 2019 5:12:53
PM

Jan 4, 2019 2:08:50
PM

Jan 3, 2019 2:44:01
PM

Powered by

M Bl O

1/5 125 2 N

Organization

SE_Lab

SE_Lab

Super/Local

SE_Lab

SE_Lab

SE_Lab

5E_Lab

SE_Lab

SE_Lab

SE_Lab




EaED T (Al) ER1TA

ISvgy Name Description Exceptions

v (s) Al: File Creation Anomaly Fortilnsight Al module detects unusual file Creation by an user

4 (s) Al: File Deletion Anomaly Fortilnsight Al module detects unusual file deletion by an user

4 (s) Al: File Reading Anomaly Fortilnsight Al module detects unusual file reading by an user

™4 (s) Al: File Writing Anomaly Fortilnsight Al module detects unusual file writing by an user

1 (s) Al: Process Started Anomaly Fortilnsight Al module detects unusual process started by an user
v (s) Al: Process Stopped Anomaly Fortilnsight Al module detects unusual process stoppage by an user

T (s) ARP Exploit Detects ARP attack

I-
i
1
i
1
i
i
i
i
i
i
1
i
i

& (s) AWS SecHub: Host Vulnerability

AWS Security Hub detected host vulnerability
Detected

& (s) AWS SecHub: Software and

i ) ) ] AWS Security and Configuration Violation Detected
Configuration Violation

& (s) AWS SecHub: Tactics: Collection AWS Security Hub detected Collection tactics. Adversary is trying to collect
Detected data of their interest.

(s) AWS SecHub: Tactics: AWS Security Hub detected Command and Control tactics. Adversary is trying to
4 _ . e e . communicate with other compromised svstems and receive commands and




Name Description Exceptions

1 (-}-s- d: » 'D S ; » 't' d' == 7 Detects that a reporting device 1s suddenly reporting less events. 1he current
s) Sudden Decrease in Reporte

 Evanta EramiAsoe: average over the one hour time window is less than 3 times the standard

deviation and also 50% less than the statistical mean

Detects sudden increase in DNS requests from a specific source IP - over a 15
minute period, a particular source IP is doing excessive DNS requests. Excessive
(s) Sudden Increase In DNS Requests DNS requests is defined as at least 100 requests and current count is 3 standard
From A Specific Host deviations away from mean for the current hour. Excessive Destination names is
defined as 50 distinct name resolutions and current count is more than 3
standard deviations away from the mean for the current hour

Gy s o s [ Sl Detects sudden increase in permitted firewall conne gﬁé*%““ Fﬁﬁﬁ (M L) E’E,ﬁ.ﬁ
window, the current firewall connections is more th o
%2 E-—H ﬁ%u t/\*ﬁ.

= Bc /]

Connections
away from the mean. e

(s) Sudden Increase In Firewall Denied Detects anomalous denied inbound traffic profile on a specific TCP/UDP port -

Inbound Traffic To A Specific TCP/UDP
port

over a 30 minute window, both the total number of denies and the number of
unique source |IP addresses are at least 3 standard deviations away from the
mean for the current hour

Detects anomalous denied outbound traffic profile on a specific TCP/UDP port -

(s) Sudden Increase In Firewall Denied over a 30 minute window, both the total number of denies or the number of

Outbound Traffic To A Specific

TCP/UDP port unique destination IP addresses are at least 3 standard deviations away from

the mean for the current hour




JEPERYE BE 73 tr i il

Name Description Exceptions
|3) 2Udaen Increase in > 1M RESPONsEe UVELECLS a4 5Udaen aush Increase or JYNLnetic iransaction Mmonitoring rResponse

Times Times over a 30 minute time window

(s) Sudden Increase in Server Process Detects that a server is suddenly running 25% more processes than the average

Count

(s) Sudden Increase in Successful Detects a sudden 50% increase of successful logons to a host over a 30 minute
Logons To A Host window

Detects a sudden increase in system memory usage - over a 30 minute interval,
(s) Sudden Increase in System Memory  either the physical or virtual memory is 25% more than the statistical average
Usage over that same time period and the current physical memory usage is at least
50%

(s) Sudden Increase in User Login Detects daily user login volume anomaly against profile. This may indicate
Volume suspicious user behaviors.

' i A = oat
_E_s:} Sudden Increase in WMI Response DF..-t:cts a sudden 50% increase of WMI Response EBQ :%(:(ém F;‘%E F]bﬁ*ﬁ
imes window

o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e

Detects location change for a user unfeasible in the period of time. This may |
indicate a stolen credential. I

L----------------------------------------------------------l

Detects daily user login distribution anomaly against profile. This may indicate

4 : (s) Sudden User Location Change

v (s) Sudden User Login Pattern Change . )
suspicious user behaviors.
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Name Description Exceptions &

(s) Dynamically generated host name: : Detects algorthmically generated host name in network traffic - malware often

use algorithmically generated host names to communicate. E ‘E-%-*

(M EWETERCINY
15271

Detects a scenario where a host, that is itself not a DNS server, is trying to
send DNS requests to unauthorized DNS servers. Authorized DNS servers are
(s) End User DNS Queries to
Unauthorized DNS Servers

represented by the "DNS Server” group. In a typical scenario, end hosts always
send DNS requests to authorized DNS servers which in turn communicate to
other DNS servers - so this behavior may indicate malware runnir A

e BRERE

Detects a scenario where a host, that is itself not an DNS server, is sending

excessive DNS requests. Authorized DNS servers are represented by the "DNS
Server” group. In a typical scenario, the frequency of end host DN5S requests 1'5
not high unless, there is a script running - this might indicate thegassaass

malware on the end host. EBA1 ﬁ: Fﬂ 1E |:|

Detects a scenario where a host, that is itself not an authorized mail gateway,
is sending excessive emails (more than 20 emails in 2 minutes). This behavior
may indicate malware running on an end host that is trying to send spam or

(s) Excessive End User DNS Queries

(s) Excessive End User Mail
privileged information to its own set of mail servers (which may be
compromised).

Detects a scenario where a host, that is itself not an authorized mail gateway,

-
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Hi B2 3T 1B (5 SOC / NOC B & #Eiie

o AR - BHEESW

Tl

o

poS @ EEE MERST 2 ALSTHEK @

Wl EFEE = Tf

8 FE ~ BiEE SEEFEE KRk WERE 158«

4 &4 Incidents: MEDIUM: 221 =g mufﬂnﬂﬁ’

A  EBrR—IEE Incident HE I B
) Nov 012019, 06:44:30 PM Traffic to Emerging Threat IP ..  LAB-1500D v 10.1.210.100 v g 159.151.129.61
Nov 01 2019, 06:01:00 PM Outbound cleartext password ..  LAB-1500D 10.1.206.150 210.59.230.27

Destination TCI

208.91.113.85

Nov 01 2019, 05:54:30 PM Outbound cleartext password ...  0A-600D.fortinet.com.tw  10.10.1.105 C
g Destination TCI

HEtsoERIERE

EASIMES

Details ZE{f Events Rl Fi85: Shadowserver ~ O gl O Eia=atggEsmsg O S@7=e%% ([ Show Raw Event Only

Event Name Source IP Destination IP IP Protocol Source TCP/UDP Port  Destination TCP,
¥  Timeout traffic 10.1.210.100 hd B 159.151.129.61 ¥ 6 (TCP) 59954 80 (HTTP)
Timeout traffic 10.1.210.100 B 159.151.129.61 6 (TCP) 59953 80 (HTTP)

Event Details B x

<189>date=2019-11-01 time=18:43:17 devname="LAB-1500D"
devid="FG1K5D3114803552" logid="0000000013" type="traffic" subtype="forward"
level="notice" vd="root" eventtime=1572604997520434423 tz="+0800"
srcip=10.1.210.100 srcname="DESKTOP-0D2TQ38" srcport=59954 srcintf="Kevin"
srcintfrole="lan" dstip=159.151.129.61 dstport=80 dstintf="port18" dstintfrole="wan"
poluuid="0926b322-d2a1-51e9-5382-3017d074c1f8" sessionid=492535380 proto=6
action="timeout" policyid=11 policytype="policy" service="HTTP" dstcountry="France"
srccountrv="Reserved" trandisp="snat" transin=113.196.33.199 transport=59954

Item g
Collector ID 10000 N
Count 1
Destination City Nanterre
Destination Country France
Destination Host Name HOST-159.151.129.61
Destination IP 159.151.129.61
Destination Interface Name port18
Destination Latitude 48.892
Destination Longitude 2.2067
Destination Organization Saint-Gobain Systeme d'Information
v

[ Close |




RS R I1E%{E SOC / NOC B & #

- NELE 4 - SESWEIRRELEITEN

poS @ EEE M B ScMDB il HEE =T

0 L y 1 1

New Assigned High Overdue Late
P oo 3O, H
CHC ML 4 ST ERY
Elapsed Stat- Priority Ticket ID Summary Assignee Creator Creation Date
Reopened Medium 5650352 Brute Force Login Success, in Company-...  Unicomp admin <kmyang@fortinet.com> Oct 25 2019, 08:58:38 PM
90 % In Progress High 5650354 Outbound cleartext password usage det... kmyang admin <kmyang@fortinet.com> Mov 01 2019, 07:39:02 PM
0% Assigi.. ! High 5650353 Traffic to Emerging Threat IP List, in LA...  kmyang admin <kmyang@fortinet.com> Nov 01 2019, 07:37:13 PM
oo
FM T ERIES
oo
MEUSEWIE
AW
g Action History
Super/admin Nov 01 2019, 07:40:05 PM &
Incident ID:
Due date changed to Fri Nov 01 19:40:11 CST 2019
£HEE: SE_Lab
Due Date: Nov 01 2019. 07:40:11 PM system/SYSTEM(su) Nov 01 2019, 07:40:02 PM

Escalation Policy: escalate to supervisor Email sent according to policy: escalate to supervisor

Email sent at time: Fri Nov 01 19:40:02 CST 2019



BEEITRE(L SOC/ NOC

VIR 2 PR 1T 4% 8 o8 422 1 T

pos @ ESE MEBsF 2 AESTHE @WEIEE SMB M EEE =16
B8 e EAEE o Eif Ll #FEEE o158~ = EIETfr v D Time Range: Last 2 Hoursv @ ~
= BahiEmyify 171 [

MEDIUM: 226
C Fhrta Rl L=

© Change Severity Incident L raesy R BHE =B EEEHREE AR AT
C Clear Incident Outbound cleartext password ...  LAB-1500D 10.1.206.150 Al IP Protocol: 6 Active Open
Destination TCP/UDP Paort: 110
© Create Event Dropping Rule
Permitted Traffic from Emergi... LAB-1500D £. 80.82.77.139 < 60.250.130.72 Active Open
B Create Ticket
Traffic to Emerging Threat IP ...  LAB-1500D * 10.1.210.100 v g 159.151.129.61 b Active Open

% Disable Rule
¥ Edit Comment
[# Edit Rule

@ s

* Export Incident

F#2=: Shadowserver ~ & g&sEEl O BExm=frgsad O Br=E= (O Show Raw Event Only AV
&= Notify via Email
y HITEESEMN
'~ orting IF Destination IP Destination TCP/UDP PP Event Name Raw Event Log

@ Remediate Incident
10.1.200 ‘" ﬁq: HH }W; Eﬁ + 210.59.230.27 110 (POP3) Permitted traffic <189>date=2019-11-01 time=19:50: 41 devname="LAB-1500D" devid="FG1K5D3114803552" lo_..
[® Resolve Incident

LHRun External Integration...

'D Show Ticket History




FE'-%EEIHEE{I: SOC/NOC HE#3&E Rz

» MFERIENITAE BRI IESE T

Run Remediation x

s EMITENFRR A
n: Fortinet FortiOS - Block IP FortiOS API (30 | v
fem_collector176 o

R T 4% MR ER 12 fa b




RAES 3R ITIE%E(E SOC / NOC B #iE iz

- NEZZBERIERERA - ol % an EE R E RS

&

® EFW

P Reports

P Rules

b Networks

P Watch Lists

» Protocols

» Event Types

» Malware Domains
» Malware IPs

» Malware URLs

» Malware Processes
» Country Groups

» Malware Hash

» Default Password
P Anonymity Network
P User Agents

Remediations

e B AT

Resources > Remediations

g

2%
Add IP FortiADC

Add IP FortiCache

Block Domain InfoBlox
Block Domain Windows DNS
Block Email FortiMail

Block IP Cisco ASA

Block IP FortiOS 5.3

Block IP FortiOSs 5.4

Block IP FortiOS 5.4 (300sec)

Block IP FortiOS API
Block IP FortiWeb
Block IP PAN

Block MAC FortiOS
Deauth User ArubaOS
Deauth User Cisco WLC

Deauth User Cisco WLC
FEEE M & EER-R

EEf EIRLEE

kgt

N
o

Fortinet FortiADC

Fortinet FortiCache
InfoBlox NiOS
Microsoft Windows
Fortinet FortiMail
Cisco ASA

Fortinet FortiOS
Fortinet FortiOS
Fortinet FortiO5
Fortinet FortiO5
Fortinet FortiWeb
Palo Alto PAN-OS

Fortinet FortiOS

Aruba Aruba0S WLAN Controller

Fortinet FortiwLC

Cisco WLAN Controller

Scmpe WEERE =1 %

il

fortiadc_add_ip.py
forticache_add_ip.py
infoblox_dns_block_domain.py
windows_dns_block_domain.py
fortimail_block_mail.py
cisco_asa_block_ip.py
fortigate_block_ip_before_5.4.py
fortigate_block_ip_after_5.4.py
fortigate_block_ip_after_5.4_300sec.py
fortigate_block_ip_with_api.py
fortiweb_block_ip.py
paloalto_block_ip.py
fortigate_block_mac.py
aruba_deauth_mac.py
fortiwlc_deauth_mac.py

cisco wlc deauth mac.pv

BRBE
SSH

SSH
HTTPS
MS_WMI
HTTPS
SSH

SSH

SS5H

SSH
HTTPS
HTTPS
S5H

SSH

SSH

SS5H

SSH

Q

System ~

it
Add IP
Add IP

Block a domain on Infoblox

Block a domain on Windows DNS

Block Email Address

Block IP on Cisco ASA

Block IP on FortiGate

Block IP on FortiGate

Block IP on FortiGate

Block IP on FortiGate

Block IP

Block IP on Palo Alto Firewall

Block IP on FortiGate

Deauth a user on Aruba WLAN Controller

Deauth a user on FortiWLC

Deauth a user on Cisco WLAN Controller

1/1

30

&5

System
System
System
System
System
System
System
System
User

System
System
System
System
System
System

Swstem

W

AW
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THEN NS ESHRERE

Notification Policy

Severity:

Rules:

Time Range:

Affected Items:

Affected Orgs:

Action:

Settings:

O Low [ Medium [ High

SHRHRERTE
[ send Email /SMS to the target users. (74

™ Run Remediation/Script. (&' E E}] n “. ﬁtl: FIH }I} ﬁﬁ ;9 E

(O invoke an Integration Policy. Run:no policy (&

W Create Ticket when an incident is created. (& E E}] Lﬁ O = % EQI

[0 Send SNMP message to the destination set in Admin > Settings > Anatytics.

(O Send XML file over HTTP(S) to the destination set in Admin > Settings > Analytics.
(0 Open Remedy ticket using the configuration set in Admin > Settings > Analytics.

(O Do not notify when an incident is cleared automatically.
(O Do not notify when an incident is cleared manually.

[ Do not notifv when an incident is cleared bv svstem.

=2




ax fF8 B BN 3

2ot

FERVE: ]

¥ Devices

¥ MNetwork Device

Firewall

Router Switch

VPN Gateway
ax R Rk Bl 70

¥ Business Services

]

IT Srvc
Biz Srvc

Compliance

Operational Technology

EREOEHE

ZEAHAREESIEERE

S8 BEENREBIRIED

N,

R

Availability Health: Up

Performance Health: Mormal
Avg CPU Util: 0.67% I
Avg Mem Util: 32% I

Incidents over last 24 hours:

By Severity: High: 0 Medium: 26 Low: 0
By Category: Availability: 2

Performance: 0

=
Malware Domains
Malware |Ps
Malware URLs

Malware Processes

Country Groups

1T EEEE B

HE Bt Ef B~

Wi  Bqort
Date

Feb 12 2022, (1:15:41 AM

Feb 12 2022, 11:06:37 PM

Dec 07 2021, 11:29:14 AM

| AHEEECE RS

CMDB Reports

Overall

Metwork

Server

Virtualization

BBl - SE2ES

Type/File Namg

startup-config
startup-config

startup-config

45
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oW BENEFINBIFE (FortiGuard

NEFIEE - o

= =R

=HBEEFHFPBETER)

N\

qd )
W

FortiGuard Labs

Global threat research and response

I 10C -

EIKFERGR BB EEESH
RS B BB N+ BRI ERE
BER e 3 EINE RAVERI R

HEERED =

Domain
IP
URL

Yy

=)

MEAE - SHRBEITERE R
BEREEEW - B E R kb,
ISR - [ S AT Bk O] B B R AR X

2

46
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Security

Vulnerabilities

Authentication

Vulnerabilities

Policy Violation

Availability

SIEM IR HEEE#Z
Bl SRR R

3000+

R e R MHE (Compliance Reports) :
Bl1E PCI, SOX, HIPAA, FISMA, NERC,
COBIT, ITIL, NIST, ISO, GLBA, GPG13,
CIS, SANS, Critical Controls

NERERERICEBR
3,000+ o] =&(EHU - EENEZ
BR[E - O ZF iR ER

Environmental

Behavior Anomaly

Airline
Security




SIEM E1 SOC Z=5l?

SIEM

Security Information and Event
Management

«<»

Y - RERMARHGER

LE#% » SOAR : Security Orchestration,
Automation, and Response

&

—HERREAGEER > BREPEER
HZEmMFIRESMNLog ) EMBASHRAHEE
BBk 4R « ELEIRERE - EEEIRIEE
{CRIZASEIFESE > LASHBI S SEA R ER M
B3 BERSIRIR P 4R 14 3t BP B HEPRADRE o

SOC

Security Operation Center

| BE )

R BRI BR2EESE
Ed » EERID

«<»

ELARY - BRI SRR 2RSS
RESIEEIRNE » BETHE—(EE 25
= > AERAB5X85%24X714:R « EIFERE -
IRNA TIRFEME1 NEZ > BEATSI®
SOCHISIEMBYIHRERTS ©

49



EeEmS  B—LEERSIEM RENBRLDEHRER - LUT2
Hop—ERAMEZHmAE

| FortiSIEM

1. IBM QRadar : IBM QRadar E—EE XN LT B ESHEE
R R RUEEBRSHEE £2SHIMNaRERESE
INEE -

2. Splunk Enterprise Security : Splunk Enterprise Security =—
EZE B A AREUERTR SIEM e - RIEEREZ R
A~ BHEDHHRBRREMSINEE

3. McAfee Enterprise Security Manager : McAfee Enterprise D
Security Manager ( ESM ) 2—BEARaNELZESEHNHFGEIE
BORTTE - BRERl ~ o AIEIEZ =S -

4. Fortinet FortiSIEM : Fortinet FortiSIEM 12 it 2 i rI =4 B RIA]
oM WES FARRANIRL 24 (IDPS ) TN - ARELSE
RAFEFE - Microsoft Sentinel

5. LogRhythm : LogRhythm 2— @4 58I SIEM ¥& - #25 / H
e BHER - BBEBHRMNEREEESIEE - ARER

ZEEIEMEZ A -

50
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Configuration Manager




Configuration Manager

EEBREE

P& K:
BB RO R BER TR AR
- EF)ACEE - EELY  BEISFE

.

« FETZEE
 Palo Alto * Fortinet ~ F5 ~ Cisco Switch.




Configuration Manager
FortiSIEM #N{al{ia 3 — EEh40ER

@ DASHBOARD laa ANALYTICS A INCIDENTS & CASES S CMDB L RESOURCES 7= TASKS 22 ADMIN

=z

¥ Devices

¥ Network Device

Router Switch

VPN Gateway

Network IPS

Security Gateway

WLAN Controller

WLAN AP

Load Balancer

Multiplexer

Printers

Voice Gateway

WAN Accelerator
P Network Segment
- Server

Windows

Unix

(]

0

2 0 0 0 0 0

Routers Firewalls Windows Unix ESX AWS Azure
CMDB > Devices > Network Device > Firewall
New | Edit | Delete | Q £ Actions ~ E o K < 11 I |
Name IP Device Type Status Discovered Method Parser Name Agent
FGVM02TM21008567 10.1.225.202 Fortinet FortiOS Pending Mar 28 2022, 09:13:45 PM SSH, SNMP, PING
FGVMO02TM21008571 10.1.225.201 Fortinet FortiOS Pending Mar 28 2022, 09:13:45 PM SSH, SNMP, PING
Summary Properties Monitor Software v Hardware v Configuration Relationships File [ Auto expand AV
Diff... Delete Export Rev #1 - Mar 28, 2022 9:14 PM - startup-config
discoverTime 1648473225
Rev Date Type/File Name #config-version=FGVM64-7.0.5-FW-build0304-220208:opmode=1:vdom=0:user=fortisiem
#buildno=0304
2 Mar 28 2022, 09:35:27 PM startup-config #global_vdom=1
1 Mar 28 2022, 09:14:00 PM startup-config config system global
set admin-concurrent enable
set admin-console-timeout 0
set admin-forticloud-sso-login disable

set admin-hsts-max-age 15552000
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FortiSIEM #N{al{ia 3 — EEh40ER

@ DASHBOARD l&a ANALYTICS A |NCIDENTS & CASES S cmDB Ll RESOURCES = TASKS 03 ADMIN

“ Bl 4 11 0 3 0 0 0

Routers Firewalls Windows Unix ESX AWS Azure
CMDB > Devices > Network Device > Load Balancer

¥ Devices

¥ Network Device

New | Edit = Delete | Orgs without collector v | Q QActions~ | E S| M < 1/1 2 > N
Firewall
Name IP Device Type Status Method Organization Agent Policy Ll
Router Switch Status
VPN Gateway TPEC-508-Trade-A-LTM.yuanta.com 10.216.6.151 F5 Big-IPOS Pending LOG Super
tsb-fortisiem.com 10.1.200.158 F5 Big-IPOS Pending SSH, SNMP, PING Super
Network IPS
Security Gateway
WLAN Controller
WLAN AP
Multiplexer
Printers
Summary Properties Monitor Software » Hardware » Advanced > Configuration « [ Auto expand AV
Voice Gateway
VO At Diff... Delete Export Rev #1 - Apr 22, 2022 3:03 PM - custom-config
discoverTime 1650611021
P Network Segment Rev Date Type/F y
v Server auth password-policy { }
1 Apr 22 2022, 03:03:53 PM custom

auth remote-role { }

Windows auth remote-user { }

auth source { }

auth user admin {

Netware description "Admin User”

encrypted-password
$655b0PFekf$qA802gpDdvlQ1fwacynQ/mw/ifyMbiKh9P13zYHdBWbZCiWIH8uaAln3LVRN8T2GWTKTtIOHa

Unix

w Virtual Infrastructure
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FortiSIEM a2l — = b

_ Configuration Diff B x .

g
w Devices 30748 |edit 7 30748 |edit 7
w Network Device 30749 | set status enable 30749 | set status enable
30750 | set name " 30750 | set name " .
fouter Switch 30751 | set uuid a006b000-ae75-51ec-bdc7-6bb9e439e9dd 30751 | set uuid a006b000-ae75-51ec-bdc7-6bb9e439e9dd Agent
outer >witc
30752 | set srcintf "port2” 30752 | set srcintf "port2”
VPN Gateway
30753 | set dstintf "port1” 30753 | set dstintf "port1”
Network IPS . )
30754 | set action deny 30754 | set action deny
Security Gatewa 30755 | set ztna-status enable 30755 | set ztna-status enable
WLAN Controller 30756  set srcaddr "all” 30756 | set srcaddr "all”
WLAN AP 30757 | set dstaddr "all” 30757 | set dstaddr "all"
Load|Balancer 30758 | set ztna-ems-tag "FCTEMS0000113945_123" 30758 | set ztna-ems-tag "FCTEMS0000113945_123"
Multiplexer 30759 | set internet-service disable 30759 | set internet-service disable
) 30760 | set internet-service-src disable 30760 | set internet-service-src disable AV
Printers
30761 | unset reputation-minimum 30761 | unset reputation-minimum
Voice Gateway
30762 | set rtp-nat disable 30762 | set rtp-nat disable
WAN Accelerat
S 30763 | set schedule "always” 30763 | set schedule "always"
R 30764 | set schedule-timeout disable 30764 | set schedule-timeout disable
¥ Server 30765 set service "ALL_ICMP" 30765 set service "ALL_ICMP" "ALL_UDP"
Windows 30766 | set tos-mask 0x00 30766 | set tos-mask 0x00
Unix 30767 | set anti-replay enable 30767 | set anti-replay enable
Top Bottom Previous Next Close
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FortiSIEM MO Z| - EFH

ik

@ DASHBOARD laa ANALYTICS

A INCIDENTS

W& CASES S CMDB s RESOURCES Y= TASKS &3 ADMIN

e BRABHF v S)
v 6 R sunphone2103@gmail.com T410:27
fortigate config change firewall policy
£2 Google BN - Source IP: 10.1.225.14 User: jarvis

£ jarvisleetesla@gma...
M emixie D
v < B
« Google

% jarvisleetesla@gma...

v T HHBERE
Severity

Category +« Last Occurred

LI .. Aan AanAaA

e
EEi]

v &2 WHE

& 2 Google

£ jarvisleetesla@gma...

M P EmbmE (44
v« EFR

M « Google

% jarvisleetesla@gma...

v T hRERE
» Event Types

P Networks

ANn.4n.ANn ma

[firewallpolicychange] <190>date=2022-03-28 time=22:26:12 d...

sunphone2103@gmail.com T410:27

fortigate config change firewall policy

SEMMER © Source IP: 10.1.225.14 User: jarvis
[firewallpolicychange] <190>date=2022-03-28 time=22:26:09 d...

STUDIO M' &8 T49:04
Bl HEERE— QR - R REANESRER | STUDIO..
SRENGHEEKE 25 SRERE BER %02 ER

Incident

£ ato_a. - _._£:..

RAMHE v

®
T4#10:27

sunphone2103@gmail.com

fortigate config change firewall policy

HMER © Source IP: 10.1.225.14 User: jarvis
[firewallpolicychange] <190>date=2022-03-28 time=22:26:12 d...

sunphone2103@gmail.com TH10:27
fortigate config change firewall policy
BN - Source IP: 10.1.225.14 User: jarvis

[firewallpolicychange] <190>date=2022-03-28 time=22:26:09 d...

STUDIO M' &8 T49:04
BEEFNEEME—HHR - RRESNEEEEE | STUDIO..
FPREINEEEEE BREFNEanRE—AAR SAR LES

MRS L A SEE AN BESR BN AR EIERGAE . Aold/B M

6 - MEDIUM (s) Running Config Change

Ta Te Reporting

sunphone2103@gmail.com B W4 E - Google  TF410:27

FHaER

fortigate config change firewall policy

WHA : FElE - 8ld: FEkE

FRARER -
Source IP: 10.1.225.14
User: jarvis
[firewallpolicychange]
<190>date=2022-03-28 time=22:26:09 devname="FGVMO02TM21008567" devid="FGVM02TM21008567" eventtime=1648477569568686247 tz="+0800" logid="0100044547" type="event"
subtype="system" level="information" vd="root" logdesc="0Object attribute configured" user="jarvis" ui="GUI(10.1.225.14)" action="Edit" cfgtid=8781980 cfgpath="firewall.policy" cfgobj="3"
cfgattr="service[ALL->ALL_ICMP ALL_TCP ALL_UDP HTTP HTTPS]" msg="Edit firewall.policy 3"

Source Target Detail Incident Status

Reporting Device: FGVM02TM21008567

eV AATLLAAANAF £ T AN 4 _AAr 44 (I S T A _ac. o

sunphone2103@gmail.com B {4 E - Google  F410:27

fortigate config change firewall policy

WA - FElE - 8l FElE

Source IP: 10.1.225.14
User: jarvis
[firewallpolicychange]

<190>date=2022-03-28 time=22:26:12 devname="FGVMO02TM21008567" devid="FGVMO02TM21008567" eventtime=1648477572874856803 tz="+0800" logid="0100044545" type="even

subtype="system" level="information" vd="root" logdesc="Object configured" user="jarvis" ui="GUI(10.1.225.14)" action="Delete" cfgtid=8781981 cfgpath="firewall.palicy" cfgobj="4"
msg="Delete firewall.policy 4"

Ltetts LU G e B U B v
network device (router or firewall) has
changed. This is achieved via logging in
and keeping track of the last change

QI e ieiae g

Disable or Modify
System Firewall
(T1562.004)

Defense Evasion System
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1B 155 A

- ERFREIAZERRREA/SKZSREAKRKMKADE I
- ABERE  ERERNIREERERER.....

o« MEREIARIPES 8H AR UL RE -




FortiISIEM Rule

Win-Security-4740

« FAEWADITEWINdowsEESE474052EEH -
« ATA0NABES P\;\ﬁ@ﬁﬁ%mégﬁ-‘a AGHKIEREIP -
- FTEBEERAZNEZSEEMEIPIELR -
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Win-Security-4625

o BB ALKWIindowsEES 4625255 -
« 4625MANB B  FERZERTE / KIRIP -
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FortiISIEM Rule
B R4

« BE3EFortiSIEM Rule BaBEE - 154625 DIK 4A7401EtHEARO ¥ FE -
« B4l hnEN EAKXKKARX = #HADEH -

« HMolBIfEFortiSIEM EXE&Z —@Rule , & A7 BN S&AE 11 2R4625 7 B (HHEIIRSR) - &
BLIRRVATA0R ZE I H A RAV4625IRSRBRIM B LS E - I H B/ 1462589 KR
IPLAKATAORY & FIE IR

- EREEEMILNRISE # B8 TEIP - EAKXRMKZSRFEADIIH -
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B R 14

Add New Rule

Step 1: General > _ Step 3: Define Action

Condition: If this Pattern occurs within any 300 second time window

Generate Incident for: Windows Account Lock SourcelP

Incident Attributes: Event Attribute Subpattern Filter Attribute Row
Source IP = 4625 v Source IP [+ A -]
User = 4740 v User O @

Save Cancel
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