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Data transfer time Rt - 81

- You are getting speeds less than (for K1g 2 & #):

RERAEEH

« 800 Mbps(E#BEES 1 Gbpsh)
— 100 GB = ~800,000 Mb. Takes ~ 17 minutes

« 3-4 Gbps (B4EE4EE % 10 Gbpshs)
— 100 GB = ~800 Gb. Takes ~ 5 minutes

- BREHR

« 200 Mbps -5 Gbps

— 100 GB = ~800,000 Mb. Takes ~ 1 hour- 4 minutes
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Typical Scenario RE M - A0t
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— HIMEEZE1Gbps

— 4GB(4000MB) * 8 = 32000Mb

— FREFEHEE:32000Mb / 1000Mbps = 327
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 Application Level

- EAAEMERERE— GBS ? IEANBHIENREAZER
s ? BEN I EZEES?

« Protocol Level
— TCP/IP:E I EE=E B BT EEE(L ?
« Host Level
— f#iE(#* - CPU) - B2 (BEFN =T ~ FR2HA) 2R E/FIERS
« LAN Networks
—- AT EMNAEE BRI 2 AR
« Backbone Networks
- BRI EFHAE BRI ZH AR
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Application Level
- EOREWalR  ElHZENEAESERELHABEAEE
Protocol Level
- BERAEIMMDIEZEEECRET ¥
Host Level
— Ping BB 2& - MiFLERE KZE AR
LAN Networks
— AERHNBHEE RIS 2 AR I B A 1 £ 28
Backbone Networks
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Data transfer: Overview Kot iR - 41

The key players

« Endpoints

« Network
Transfer tool
Transfer settings

That's a lot of work
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Bandwidth*Delay Products (BDP)
— M&h B o] A& /) o] %A & B B 1 AR iS5 e8] 2 3R HE

- A FELFERNNESSE - MEEREHEAOHE
BZENE=
— a0

BW = 10 Gbps
RTT =10 msec
BDP = (10000000000 bps) * (0.01 sec) / (8 bits/byte) = 12.5MBytes

BW =1 Gbps
RTT = 100 msec
BDP = (1000000000 bps) * (0.1 sec) / (8 bits/byte) = 12.5MBytes
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- TCP fEF“congestion window, CWND"REEREAEZ D
EINENGIIPAEISY A ES#S

« HABICWNDEY, = IR BE(throughput)
— Throughput = Window size / Round-trip Time

« TCP*“slow start”#1“congestion avoidance”& /& & AR E
CWNDZ K/

« TCP buffer size BEICWND7#EE8, &xfERYbuffer size 2BDP
B
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» {Eiclientln Kserverlm 2
— OS buffer size(t£3#£BDP)
— MTU size(fEAjumbo frame, R ¥ IR BRI ZIR)
— iX#congestion control algorithm
— WSCALE - SACK ~ NIC queue(fE F10G4d R I5)HEE S &
— {ZciInterrupt Binding (1 258 10GH <2 40GAI R I5)

 OS Auto tuning ¥8ag& KX buffer size
— Linux 2.611&: 4MB
— Windows 77&: 16 MB
— Mac OSX 10.5-10.6: 4MB
— Mac OSX 10.7L11&: 8MB
— FreeBSD 7: 256KB
— FreeBSD 81 1: 2MB
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OS window size &3S - Sk - B9
* Linux
— Linux 2.6 #2A X FEAUto tuning - B85 2 & ATCP buffer sizes
=P V)

— {Ec&proc/sys/net/core/ - S EXHsysctiie< - Sh2@BEERT
/etc/sysctl.conf
- {ELZTCP & Kbuffer sizefd (HIUNEX E32MB)

net.core.rmem_max = 33554432
net.core.wmem_max = 33554432

« {EZautotuning TCP buffer sizef&
net.ipv4.tcp_rmem = 4096 87380 33554432 (min, default, max number)
net.ipv4.tcp_wmem = 4096 65536 33554432

net.core.netdev_max_backlog=25000 # for 10G NIC
« {BtZcongestion controliE &%

net.ipv4.tcp congestion control = htcp

HEE(FRa, oliaE 2 IEhE)

net.ipv4. tcp_tlmestamps 1

net.ipv4. tcp_window_scalings=1

net.ipv4.tcp_tcp_sacks=1
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OS window size -

€ Windows

— Windows 7 / Windows Vista

« 3Z3& TCP Autotuning - &KX receive window size 16 MB
— Windows 8 / Windows 10:

« B K receive window size X 1£%1GB

- OJF]FSet-NetTCPSettingts < €t InitialCongestionWindowMss &
Compound TCP(an advanced TCP congestion control algorithm)

A

=% TE a8 22 AutoTuningLevelLocal

4 I\/Iac OSX (/etc/sysctl.conf)

— net.inet.tcp.win_scale_factor=8 (default£33}5)
— {E24TCP & KXbuffer sizelg

» kern.ipc.maxsockbuf=16777216
— For OSX Yosemite/Mavericks/Sierra

* net.inet.tcp.win_scale_factor=8

* net.inet.tcp.autorcvbufmax=33554432

* net.inet.tcp.autosndbufmax=33554432
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. ﬂﬁ%EﬁJ%@s&%)’g1%%%’f$(protection)7§2ﬂﬁﬁ'féE
(availability) E R A B U EE
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FET o

- HAZMARBREETEARSMREITREREGHFRNEREEEN
fEEFE & (hard failures) -

« fEF Server-Server WEFTNIEINETT - =G kssmEE
A R ENE BRI ETTEDH| - B ol S IREE R # 2R AV ER
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& Router

RIERS

TWAREN[E] N F#- 48RS A
o  A{EZCFEETRL(Core Node)
cvn pees o EEE ISR 0 (GigaPOP)

TAITUNG

CORE NODE CORE LINE
@ @m» 100Gbps
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1G Connection 1G Connection
(Latency/Packet loss) (Latency/Packet loss)

Measurement Server

s Dell - AR WP
° R730 Srea9010  DL360
S
Measurement Server
(Backup)
VM 10G
Services Connection
(Throughput) GE
10 GE
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TWAREN-POP Packet Loss Rate (%) -- 2017-05-24 00:00:00 ~ 2017-05-24 23:59:59 --

Soc/Des|| TP HC TC ™™ NTU ||SINICA| NIU ([NDHU|NSYSU|NCEKU| CCU |INCNU|NCHU|NTHU | NCTU || NCU || TRIC ||NCCU
TP - 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
HC 1] - 1] 0 0 1] 0 0 0 0 0 0 0 0 0 0 0 1]
TC 0 0 - 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
™™ 0 0 0 - 0 0 0 0 0 0 0 0 0 0 0 0 0 0

NTU 0 0 0 0 - 0 0 0 0 0 0 0 0 0 0 0 0 0

SINICA| 0.003 || 0.002 || 0.001 | 0.001 || 0.001 - 0.002 || 0.002 || 0.002 0.002 || 0.001 || 0.001 || 0.001 || 0.001 || 0.002 || D.001 || 0.002 || 0.002

WNIU 1] 0 1] 0 0 1] - 0 0 0 0 0 0 0 0 0 0 1]

NDHU 0 0 0 0 0 0 0 - 0 0 0 0 0 0 0 0 0 0

NSYSU 0 0 0 0 0 0 0 0 - 0 0 0 0 0 0 0 0 0

NCKU 0 0 0 0 0 0 0 0 0 - 0 0 0 0 0 0 0 0

CCu 0 0 0 0 0 0 0 0 0 0 - 0 0 0 0 0 0 0

NCNU 1] 1] 1] 0 0 1] 0 0 0 0 0 - 0 0 0 0 0 1]

NCHU 0 0 0 0 0 0 0 0 0 0 0 0 - 0 0 0 0 0

NTHU 0 0 0 0 0 0 0 0 0 0 0 0 0 - 0 0 0 0

NCTU 0 0 0 0 0 0 0 0 0 0 0 0 0 0 - 0 0 0

NCU 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 - 0 0
TRTC 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 - 0

NCCU 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 -

IR LA 2L B4 00 A5/24 19:12~19:14 « 19:18~19:2 08 HEF| Y- 48 135 5 24 4R
(40 o] 2£2H)
R e
( iﬂgﬁ?ﬁ )
A g o
(i&@ﬁ,—ﬁiﬁﬁ}z‘) A7%$ﬁ%-@it£aﬂ%§
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- FEZMEHEI(Router) MMEEHTpingte T WUTE
RTT(Round Trip Time) ket E o] A= - LB & B M o] DITE
#rERouter based B MEEE /A T -

« AMERouterfVsRE =2 TR E R B Forwarding -
(B RBBEEI FEICMP - HttRouter A pingS < Router& & 52
a2 wHEEhRIRY - EPWERIERER - BB g RE
RPHIRFTEER  RENBmENHEER -

 ServerB=HIF B Router’ R BREREFE - B
H—EEE - Qb2 e ERAMEBEE - oL
Z = EIEREMNZEREHEE SRR ©

» Server-based perfSONARER /7 —figsRping 24 - EXZIRE (D
(One Way) ping - gEsd R R4S E DM mE - EBRRMARKE
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Toolkit -

« BBPRHFE—EEHI
mm e T HEIGEmAIE—
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« BaEHEIITOWAMP K
PingERZ%daemons » #17
fully-mesh 2 B2 3% -

- BhotETEHEone-wayZ
SEERFE NETEIERRE - §5
DiETEHSRIRTT ZEER
[&] -

« 3FEBTWAREN DashboardfE
Rm—ERB 2 AOREI -

{
"members": {
"members": [
"trtc-owb6.twaren.net",
"tp-owb.twaren.net",
"hc-ow6.twaren.net",
"tc-owb.twaren.net",
"tn-ow6.twaren.net",
"sinica-ow6.twaren.net",
"niu-ow6.twaren.net",
"ntu-ow6.twaren.net",
"ndhu-ow6.twaren.net",
"ncu-ow6.twaren.net",
"nthu-ow6.twaren.net",
"nctu-ow6.twaren.net",
"nchu-ow6.twaren.net",
"ncnu-ow6.twaren.net",
"ccu-owb.twaren.net",
"ncku-ow6.twaren.net",
"nsysu-ow6.twaren.net",
"nccu-ow6.twaren.net"
1,
"type": "mesh"
3
"parameters": {
"force_bidirectional”: "1",
"bucket_width": "@.001",
"ipv6_only": "1",
"packet_padding": "0",
"sample_count": "600",
"packet_interval": "0.1",
"type":
3
"description”:

¥

"perfsonarbuoy/owamp"

"Loss Test Between TWAREN Domestic Latency New Hosts for IPv6"

21
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&« C 0 | @ ps-dashboard.twaren.net Q¥ © &

TWAREN 100G Network Performance Monitor

= Dashboards @ Seitings ™= External Resources
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TWAREN Dashboard

TWAREN Domestic Link Packet Loss for IPv4 TWAREN Domestic Link Packet Loss for IPv6
[l Loss rate is < 0.001 Lossrateis==0.001 [Lossrate is==0.1 Unable to retrieve data [l Check has notyetrun [l Down for maintenance [l Loss rate is < 0.001 Loss rate is == 0.001 [Lossrateis=>=0.1 Unable to retrieve data [l Check hasnotyetrun [l Down for maind itenance
& o N o ol o B
& L a*\;@e‘oeé&ic‘e@iﬁoﬁc\:@eﬁ& «“‘L‘gbe(Exc%be\‘\;\“3@§6§°i@:@:£0§®)@:£‘§
TRIC EENEIEEEEEEEEEEEN TR EEEIIEEEEEEEEEEEEE
TH EENEEEEEEEEEEEEE T EHEEEEEEEEEEEEEEE
HCEE ENEEEEEEEEEEEEE HECEE EEEEEEEEEEEEEEE
TCHEN EEEEEEEEEEEEEN TCoEEE ENEEEEEEEEEEEN
TNTEEEE EEEENEEEEEEEE ™ EHEE EEEEEEEEEEEEE
SNCAEEEEE EEEEEEEEEEEN SNCA EEEEE ENEEEEEEEEER
NUEENEEE ENEEEEEEEEE NUC I ENEEE EEEEEEEEEEE
METEEEEE EEEEEEEEEER NUC A ENEEE EEEEEEEEEE
NUENEEEEEE EEEEEEEEE NCCU ENNEEEENE EEEEEEEEEN
MCH I NEEENEEE EEEEEEEE MOHUS I EEEEEEE EEEEEEEE
NUSEINEEEEEE EEEEEEE NCUOEENEEEEEEEE EEEEEEE
NH FEEEEEEEEEE EEEEEE NTHUC E N EEENENEEE EEEEEEN
NTUEENEEEEEEEEE EEEEE NCTUS N EEEEENEE EEEEE
NHUEENEEEEEEEEENE EEEE NCHUC I NN ENEEEEEE EEEE
NNUE AN EEEEEEEEEE EEN NCNUe AN EEEEEEEEE RN
CUENEEEEEEEENEEEE ER Cl' FENNEEENEEEEEEE =R
NMONEEEEEEEEEEEEEEE = N I NNEEEENEEEEEEEE B
NSSUEEEEEEEEEEEEEEEEE NSl I AN EEEEEEEEEEE
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TWAREN 100G Network Performance Monitor(HA)

= Dashboards ¢ Settings K External Resources

TWAREN Dashboard
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—_ ”J%EE*}%‘Z B 170 =2 T

S@hnlEs==

Source Destination Link to this chart
hc-ow.twaren.net- 211.796365 -  tp-owtwaren.net-2117963.177
Capacity: 1.0G  MTU: 9000 Capacity: 1.0G6  MTU: 9000

Negative latency values found in both directions. Typically, this occurs when one or both hosts' clocks are out of sync, or the hosts are very close together.

Zoom: 1d 3d 1w 1m 1y

Previous 1d Tue Aug 15 16:06-46 2017 -- Wed Aug 16 16:06:46 2017 Next 1d
245 -
Reverse Latency: 203.9 ms Reverse Latency: 203.4 ms P
19:25:01 08/15/2017 19:34:03 08/15/2017
204 4 ™
|- 0.00e+0
164
g - :.Doe{?a
z 1234 e
g g2
- 0.00e+0
824
a1 Reverse Ping: 1.01 ms Reverse Latency: 1.5 ms oo
16:49:35 08/15/2017 21:51:39 08/15/2017
; s N een |
05 PN 06 P o7 PM 08 PN 09 PM 10PM 11 Pu Wed 16
Date
% | D
I OEIPM 09 IPM Wetlj 16 03 ‘AM DG‘AM OQlQM 12 IPM 03 IF'M
[ = Latency [#] ===+ Reverse Latency ¥ = Ping [#] ---- Reverse Ping
[#) === Loss [#] ==+ Reverse Loss
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The Data Transfer Node (DTN) Spp——

» Dedicated, high-performance host for
data transfer

 Typically PC-based Linux servers built
with high-quality components and
configured specifically for wide area
data transfer

* Proper tools
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DTN subsystems bt S0 - 1
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— Local storage(RAID, SSD)
— Networked storage- Distributed file system(Infiniband,

SAN)
. I
— 10GPA £ 7 #8155 52 AT S
o Tk

— Server bus(PCI-e)
— File system(ext4, xfs, btrfs)

« Tuning
— bios * CPU ~ IRQ ~ 77 - 5 ~ X Z40 - BREGS
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NUMA Issues - Sl - Bl

« Up to 2x performance difference if
you use the wrong core.

« Ifyou have a 2 CPU socket NUMA
host, be sure to:
— Turn off irgbalance

— Figure out what socket your NIC is
connected to:

cat /sys/class/net/ethN/device/numa node

Intel Sandy/Ivy Bridge

Memory Connections

— Bind your program to the same CPU
socket as the NIC:

numactl -N 1 program _name

« Which cores belong to a NUMA
socket?
cat /sys/devices/system/node/node0/cpulist
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 [EfFTELR
— Local Storage(RAID, SSD): ex: NVME SSD

— External Storage: Distributed file system(ex:Lustretg
Z Z4), lustre client mount

« ERFHI
— DTN#EBEthernet ~ IB ~ omni-path#&E#Z &% DFS
— NFS mount
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Data Transfer Tools Ao K - 2137

* anonymous: anyone can access the data.
ex: FTP HTTP(wget)

« simple password: most sites no longer allow this
method since the password can be easily captured.
ex: FTP HTTP(wget)

« password encrypted: control channel is encrypted,
but data is unencrypted.
ex: bbcp, bbftp, GridFTP FDT

« everything encrypted: both control and data channels
are encrypted.
ex: scp, sftp, rsync over ssh, GridFTP HTTPS-based

web server
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Secure Copy (SCP) P

« Secure Copy (SCP)

— Widely used for file transfers

— Uses SSH for authentication and data transfer (TCP port
22)

— Unix-based systems
— Windows: WInSCP

o EHFE[FHscpElErsyncEFHEMERES - o] EFTOpenSSHAR
A (Blehpn-ssh)

[sunl@tp-serverl ~]S scp sunl@chi-serverl:/home/100GB /home/sunl/worker/
100GB 0% 386MB 9.1MB/s 3:03:14 ETA
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Data Transfer Tools Ao K - 2137

» Parallelism is key

— It is much easier to achieve a given performance
level with four

— parallel connections than one connection
— Several tools offer parallel transfers

« Latency interaction is critical

— Wide area data transfers have much higher latency
than LAN transfers

— Many tools and protocols assume a LAN
— Examples: SCP/SFTP
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Single vs multi stream K 05 - 8145
 Single stream

— scp

— ftp src === (st

— Isync Better uﬁ;\tion of link
« Multi stream(@%%@ﬁﬁ) Faster transfer speed

— GridFTP

— BBCP

DT Src dst

— Nuttcp

— Aspera(B L)
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e GridFTP from ANL has features needed to fill the network
pIpe
— Buffer Tuning
— Parallel Streams

« Supports multiple authentication options

— Anonymous

— ssh

— X509

[sunl@tp-serverl ~]S globus-url-copy -vb -p 10 -sync \
sshftp://sunl@chi-serverl/home/100GB file:///dev/null
Source: sshftp://sunl@chi-serverl/home/

Dest: file:///dev/

100GB -> null

25728909312 bytes  766.78 MB/secavg  995.20 MB/sec inst
38
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BBCP & FDT

- BBCP

— comparable performance to Globus
— Mac OS X, Linux-based systems. SSH-based access control

— Both endpoints need it installed, but easier to install and
configure

“$bbcp -V -s 16 /local/path/largefile.tar remotesystem:/remote/path/largefile.tar”
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« Fast Data Transfer (FDT)
— Java-based tool from Caltech & CERN

— Can theoretically run in any Operating System, including
Windows

— Need server-side running in server mode
“$java -jar fdt,jar -c <remote_address> -d destinationDir ./local.data”
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100GB to /dev/null (disk to ram)
100GB to /worker/ (disk to disk)
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Summary A& - i - Bl

» & BIETCPXEE - FMolLd
— fEASZIETCP buffer auto tuninglWEZE R R

— 1ZANTCP auto tuning buffer size Z & KB E (HI1UN
16MBzkZ32MBLL E)

—- FRYEZESERER B @"Qﬁ%( GridFTP -
BBCP - FDT) - =i 2[al 558 2% (& & 3/)ILZ1$$HJ(|__|H_I
ZfEscpekEZEwget)

— EAEfMRcongestion control algorithm(@htcp -
cubic)
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« & IREREZE®EMEE - FMolld
- FRZEE)ERZHEA
— Large bulk transfers: & DTN 5 BDTN & &
- BT HESEENN - N OJEZUERERESR
- EETCPZHEAZ R 2 HZE
- B I BARY 2 E8MEE - ol RIIEZEWMDMZEE
— BEMIR]/OMEE - O fF A RES S ZEGPFS - LustreZ

[ e

A
THEER &4

- B2 AEmE - FhIERTTEpacket loss
- REIEZENEE - FAAEREEGBEERBIESKAEEER
B8 - EARE R HRABEE)




