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" @28 SNMP ?

= SNMP
(Simple Network Management Protocol)

= UDP
UDP:161 UDP:162

» =25
NMS, Agent, Poll, Trap, MIB, OID...



NMS: Network Management Station
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- MIB
(Management Inform

- FIAgentFREEMt S E

- MIB TREE

- OID
(Object Identifier)
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' fAIZEMIB ?

MIB TREE
Root-Node
Ccitt(0) iso(1) joint(2)
org(3)
dod(6)
iInternet(1)
directory(1) mgmt(2) exprtimental(3)

private(4)

Is0(1).org(3).dod(6).internet(1).private(4)




' E3EMIB ?

» ZXIRMIE L AYEnterprise MIB
= {iso(1)
identified-organization(3)
dod(6)
Internet(1)
private(4)
enterprise(1)}

= 1.36.14.1
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= MibBrowser or
ManageEngine_MibBrowser

= Snmpwalk.exe
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MRTG : Multi Router Traffic Grapher
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MRTG:& i¥-configure

Target[labl]: 1:ringline@192.168.1.126:::::2
Directory[labl]: LAB
SetEnv[labl]: MRTG_INT_IP="" MRTG_INT DESCR="FastEthernet0/1"
MaxBytes[labl]: 12500000
Title[lab1]: Bl R E574T . MRTG Server i =
Legendl[labl]: switch ==> MRTG Server
LegendQO[labl]: MRTG Server ==> switch
PageTop[labl]: <H1>BIiF R =547 : MRTG Server JiigE</H1>
<TABLE>
<TR><TD>Description:</TD>
<TD>REFRESTHT : MRTG Server ji= </TD></TR>
<TR><TD>Max Speed:</TD>
<TD>100 Mbps</TD></TR>
</TABLE>
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co grap weather

Console -> Devices -> (Edit)

Logged in as admin (Logout

|

New Graphs
Management
Graph Managemsnt
Graph Trees

Data Sources
Devices
Weathermaps
thods

|

Data Queries
Data Input Methods
Templates

Graph Templates
Host Templates
Data Templates

Import/Export

Import Templates
Export Templates
Configuration

Settings

Plugin Management

|

System Utilities

User Managemant

Z EEl =844 (192.192.0.112)
i *Create Graphs for this Host
*Data Source List

*Graph List

Syatem:Cizco 108 Softwarc, sT2033_rp Softwarc (s 5_rp- IFSERVICESES_FAN-M),
Vorsion 12.2(33)8KI4a, RELEASE SOFTWARE (fcl) Technical Support:

bttp:/ fwww . cisco.comd tecksupport Copyright (o) 1988-2010 by Cisco

Systems, Inc. Compiled Fri 18-Tul-10 19:51 by prod

Uptime: 1160260930 (134 days, § hours, 58 mimates)

Hoatname: TAVET_NTU_CEE . ntu.cdu. tw

Location:

Contact:

Devices [edit: ZItEH1-——=

General Host Options

Description
Give this hest a meaningful description.

ZiERE---ZERg

Hostname

Fully qualified hostname or IP address for this device. 192.192.0.112
Host Template
Choose the Host Template to use to define the default Graph Templates and Data Queries associated Clsco Router -

with this Host.
Number of Collection Threads
The number of concurrent threads to use for polling this device. This applies to the Spine poller only.

Disable Host
Check this box to disable all checks for this host.

1 Thread (defanlt) «

[7] pisable Host

Availability f Reachability Options

Downed Device Detection
The method Cacti vill use to determine if a host is available for polling.

SMMP

-
NOTE: It is rec ded that, at a . SNMP always be selected.

Ping Timeout Value

The timeout value to use for host ICMP and UDP pinging. This host SNMP timeout value applies for 400

Logout User

SNMP pings.

B PHFEBAEMYSQLZ o
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| cdef _items

| colors

| data_input

| data_input_data

| data_input_fields

| data_local

| data_template

| data_template_data
| data_template_data_rra
| data_template_rrd

| graph_local

oo P B A

mysql> show columns from cdef;

S — R — S — S —— R — +
| Field | Type | Null | Key | Default | Extra |
S — R S — S —— R — +
| id | mediumint(8) unsigned | NO | PRI | NULL |

| hash | varchar(32) | NO |

| name | varchar(255) | NO

S — R S — S —— R —— +

3 rows in set (0.00 sec)

22



“‘--q.‘] '__'_-l-q.“.. _‘--..h‘.l.
console . graphs .weathermap

Graphs - Tree Mode -> S 52TEE 6509-N - CPU Usage -* Properties

fusrilocal /bindrrdtool graph - )
--1mpformat=FHE

--start=1382857752 4

--ond=13RI954152

--t1tle='SESESE 6508-F - O Usage'
--r1gid

- ~basc=1000 5

--Eeight=120""

--width=300 4

--alt-antoscalc-max %

--lower-1imit=0 %

COMMENT : "From 2013710727 17%:55%: 52 To 2003710028 174550 80" 0
COMMENT: " a1\

--vcrtical-labcl='poroent '

--5lopo-mode

--font TITLE:12: %

--fomt AXIS:E: &

--fomt LEGEND:10:

--fon =i
2="'bomc/wew/data/cacti/rral 6500 Smin_cpu_11.1

":Sminm_cpu:AVERAGE

CPRINT: a-LAST: " 8T\ -88.01F" |
CPRINT: 2:AVERACE: "5 .68, 016" |
CPRINT: 2 :MAX: "SFc -8, 01"

s (5 o] fEPollerry{E F M /ERRDTools ~

23



oo P B A

mrtg# pwd

/home/www/data/cacti/rra

mrtg# Is

----1_mem_free 586.rrd _5min_cpu_59.rrd _traffic_in_362.rrd
----1_mem_free 588.rrd _5min_cpu_62.rrd _traffic_in_364.rrd
----1_mem_free_602.rrd _5min_cpu_66.rrd _traffic_in_365.rrd
----1_mem_free_604.rrd _5min_cpu_78.rrd _traffic_in_368.rrd

----1_mem_free _614.rrd _5min_cpu_90.rrd _traffic_in_369.rrd
----1_mem_free 616.rrd _6509-n_mem_free 582.rrd _traffic_in_373.rrd
----1_mem_used 587.rrd _6509-n_mem_free 584.rrd _traffic_in_374.rrd
----1_mem_used 589.rrd ~6509-n_mem_used 583.rrd _traffic_in_398.rrd
----1_mem_used 603.rrd ~6509-n_mem_used 585.rrd _traffic_in_405.rrd
----1_mem_used 605.rrd _6509-n_traffic_in_479.rrd  _traffic_in_493.rrd

24



— — v
console graptmuhm

Conscle -= Devices Logged in as admin (Logout)

Devices
New Graphs Type: Any ¥ Status: Any * Search: Rows per Page: 30 - [ Clesr
Management
Gragh Management
<< Previous Showing Rows 1 to 30 of 30 [1] Next ==
Description®#* Status  In State Hostname ::::‘:r“t Availability Bl
6509-15P 2 33 25 Up 42d zh 55m 192.192.0.111  3.39 19.31 99.27 ]
ASRETW 26 14 14 Up 28d 21h 20m Z203.72.43.10 1.93 132.29 59.78 [
Dl b ASREUSA 27 5 5 Up i;i‘d 13h 203.72.43.200 127.83 258.56 99.91 |
Data Input Methods ESXi-51 41 0 0 Unlknown - 192.83.166.51 O o 100 o
Localhost i 5 6 Disabled - 127.0.0.1 ] ] 100 [
Sl TermplsE=s MOEZ 30 19 15 Up S0d 10h 15m 203.72.43.22  4.03 2.92 31.57 &
Host Templates 51ad 19h
R ——— TANet SCE 8K 23 52 51 Up 20m 192.82.166.118 3.77 2.6 62.34 [l
Import/Export - thE AR 11 30 31 Up 10d 22h 30m 192.192.0.120 11.14 13.28 9g8.58 |
Impoert Templates - thEAER2 35 5 5 Up 18d 20h 34m 140.128.251.221 8.16 10.29 99,88 |
Export Templates iR 19 9 10 Up 30d 1h 20m 192.83.196.108 11.42 11.08 99.88 |

E@NNEh 25 Devices >> Add
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Console -> Devices ->= (Edit)

le graph?

weathern:;ﬁ" ’

Logged in as admin (Logout)

New Graphs
Management
Graph Management
Graph Treas
Data Sources
Devices
Weathermaps

i thods

|

Ciata Queries
Data Input Methods
Templates

Graph Templates
Host Templates

Data Templates

Import/Export
Import Templates
Export Templates

Configuration
Settings

FPlugin Management

|

EEERHE-—-hEXE (192.192.0.123)

SNMP Information

Syatom:Cizco 105 Softwarc, s72033_rp Softwarc (372035 _rp- IPSERVICESES-M),
Versiom 12.2033)8KI7, BELEARE SOFTWARE (fzl) Technical Support:

http: //www . cisco.con/ tochsupport Coprright (2) 1985-2011 by Cisco
Systems, Inc, Compiled Mem 1B-Tul-11 05:50 by prod_rel_

Optime: 2659951161 (307 days, 20 hours, 41 mioates)

Bostname: TAMET_OCOU_CEE. cdu., tw

Location:

Contact:

GCreate Graphs for this HOSD

*Data Source List
*Graph List

Devices [edit: ERRHE-——-PIFHRE]

General Host Options

Description
Give this host a meaningful description.

EEEH---PERE

Hostname

Fully qualified hostname or IP address for this device. 1921520123

Host Template

Choose the Host Template to use to define the default Graph Clsoo Booter -

Templates and Data Queries associated with this Host.

Number of Collection Threads
The number of concurrent threads to use for polling this device. This
applies to the Spine poller only.

1 Thread (default) -

Disable Host I:l .
Check this box to disable all checks for this host. Disable Host

Availability f Reachability Options

Downed Device Detection
The method Cacti will use to determine if a host is available for polling.

=MME -

INFER 7T E

A4
=]

26

o M B sl o

o5 e AT



Consocle -» Create New Graphs

Logged in a5 admin (Logout]

New Graphs

Graph Management

t

Graph Trees
Data Sources
Devices
Weathermaps

thods

|

Data Queries

Data Input Methods
Templates

Graph Templates
Host Templates
Data Templates
Import/Export
Import Templates

Export Templates
Configuration

Settings

Plugin Management

System Utilities
User Management

Logout User

@Y

EEEME-JEAE (192.192.0.123) Cisco Houter

*Edit this Host

&l -
*Create New Host

Host: EEER---PEAE (192,192.0123) - Graph Types:

Graph Templates

Graph Template Name

Create: Cisco - CPU Usage
Create: Cisco Memory Used
Create: Cisco Memory Used
Create: (2electa graph type to create) -

Data Query [SNMP - Get Mounted Partitions]

This data query returned 0 rows, perhaps there was a problem executing this data query. You can run this data query in debug mode to get more information.

Data Query [SNMP - Get Proc

This data query returned 0 rows, perhaps there was a problem executing this data query. You can run this data query in debug mode to get more information.

or Information]

Data Query [SNMP - Inte

<< Previous Showing Rows 1 to 30 of 190 [1,: Next ===

Index Status Description (IF-MIB) Alias (IF-MIB) Type Hardware Address IP Address

i Up GigabitEtherneti/1 GiL/1 [1-Fw] asthernetCsmacd(6) 1000000000 00:00:28:CB:53:90 @
2 Up GigabitEthernet1/2 Gi1/2 [APTG CYC] ethernetCsmacd(6) 1000000000 00:00:28:CB:53:91 |:|
3 Up GigabitEthernetl/2 Gil/3 [APTG-CY] athernetCsmacd(6) 1000000000 00:0D:28:CB:53:92 D
4 Up GigabitEthernetl/4 Gil/4 [APTG YLC] ethernetCsmacd(6) 1000000000 00:0D:28:CB:53:93 D
5 Up GigabitEthernetl/5 Gil/S cazclj1) athernetCsmacd(s) 1000000000 00:0D:28:CB:53:94 D

—_—

=

BRI
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Cactizs ~3& 1%

IndCat Bits

vt Bits (5d-bit Countezly

Ind-hut Bits with 95th Percentile
InA-hut Bits with Total Bandyidth

Ind_hut Byvies

I ot Btes (5d-hit Connters)

InAChut Bytes with Total

0t Brrors/Discarded Parkets
In/Dat Mon-Unicast Pac

Inut Unicast Packets
IOt Bits

o

Bandwidth

CDEF's [edit: Turn Bytes into Bits]

Name

A useful name for this CDEF. Tom E_"v,"tES into Bits

edef=(URRENT_DATA_SOURCE.2,*

CDEF Items
Item Item Value

Item #1 Special Data Source; CURRENT_DATA_SOURCE W 4

Item #2 Custorm String: 8

Item #3 Operator: *

=18 RIE5 % In/Out Bits (64-bit Counters)

28



¥ iE —{& Templates:

152 X 1ERIJE B OID(Cisco Memory):
MemoryFree: 1.3.6.1.4.1.9.9.48.1.1.1.6.1
MemoryUsed: 1.3.6.1.4.1.9.9.48.1.1.1.5.1

B2 2R
MemoryFreeEiMemoryUsed {5 FH &%
MemoryUsed H 73 Lk

Z



S ER1. 2EMEOIDAYData Templates
Console >> Templates >> Data Templates >> Add

| ey I-..- al _—--:‘ -~ _--"\I.
| console araphs _ weathermap i

Graph Templates

Host Templates

@ Templates

Threshold Templates

Data Templates

30



Data Source
Name
D Use Per-Data Source Value (Ignore this Valus)

Data Input Method
This field is always templated.

Associated RRA's
Thizs field is slways tempiated.

Step

I:l Use Per-Data Source Value (Ignore this Value)
Data Source Active

D Use Per-Data Source Value (Ignore this Valus)

heost_description! - MemooryFres

Get SHME Data -

Data Source Item [mem_free]

Internal Data Source Name

I:l Use Per-Data Source Value (Ignore this Value)
Minimum Value ('U' for No Mimimum)

I:l Use Per-Data Source Value (Ignore this Value)
Maximum Value ('U' for No Maximum)

D Use Per-Data Source Value (Ignore this Valus)
Data Source Type

D Use Per-Data Source Value (Ignore this Valus)
Heartbeat

I:l Use Per-Data Source Value (Ignore this Value)

GAUGE -

Custom Data [data input: Get SNMP Data]
01D

D Use Per-Data Source Value (Ignore this Valus)

T — - . e

1.36141.29481.1.161

31



TER2. BFHEEF (CDEFs)

RRDtools/E {5 FH(RPN)ZEH & 77 K7 fE 5 7~ A (Reverse Polish
notation form) o

MHRA B R FCDEFs 1 E & E A\ -

b

HEENE4 6509-N — MemoryUsed
400 M | -

300 M
200 M | e

| | | I
10[}},‘.1 e = S s i i e i e S b e s —— R e e b e e — — EEFSE S e — e — X

Thu 16:00 Thu 20:00 Fn DO:00 Fu 04:00 Fn 08100 Fa 12:00
From 2013/08/05 14:15:24 To 2013/09/06 14:15:24

OMemoryElazE BEI-171823841  F19:173707436 #®K 176250548
OMemorviERIE BEi204898352 F19:203014968 &K 205067365

32



HEEE4 6509-N — MemoryUsed

400 M
300 M

EDUM'_"E_":_"_E"_g'_'g_""""""

81001 0 0 0 0 0
1DD M ............... | — - : i 8 et S e S P e = £ | — I et S 8 e S
3 | ' | | | ' | | | i | '
Thu 16:00 Thu 20:00 Fn DO: 00 Fr Cd:00 Fn 08:00 Fa 12:00
From 2013/09/05 14:15:24 To 2013/09/08 14:15:24

OMemoryElERE BAI-171823841 F15:173707436 @K 176250548
OMemorviEFE HAI-204898352 F19:203014968 @A -205067365

a= MemoryfEFHE
b= MemoryRIgr=
Memory#E=a + b

a+ b FZHRPNFE R » EZ Ba,b,+
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Console >> Management >> Graph Management >> --- CDEFs

Graph Management

--- Colors

=== GPRINT Presets

CDEF Items

Item Item Value

Item #1 Custsm String: a V4 x
Item #2 Custom String: b V4 x
Item #3 Operator: + V4 x

34



A ERS.

HYEEFEA (Graph Templates )

HELELE 6509-N — MemoryUsed
400 M | -

300 M
200 M |

. | . i | : ? i | . .

Thu 16:00 Thuy 20:00 Fa Q0:00 Fi 0d4:00 Fa 08:00 Fi 12:00
From 2013/09/05 14:15:24 To 2013/09/06 14:15:24

OMemorvEIEEE BEI-171823841  F19:173707436  #2K 176250548
OMemorviEFE BH]-204898352  E19:203014968 &x 205067365

30



Console >> Templates >> Graph Templates

Graph Template Items [edit: Cisco Memory Used]

Graph Item Data Source Graph Item Type Item Color

Item # 1 COMMENT: COMMENT AVERAGE Y 4 X
Item # 2 COMMENT: COMMENT AVERAGE ¥ 4 X
Item # 3 COMMENT: COMMENT AVERAGE Y 4 X
Item # 4 (No Task): MemoryFigs AREA AVERAGE FAFDSE ¥ 4 X
Item # 5 (mem_free): E&: GPRINT LAST Y 4 ¥
Item # 6 (mem_free): T GPRINT AVERAGE ¥ 4 %
Item # 7 (mem_free): &%:<HR> GPRINT MAX Y 4 ¥
Item # 8 (mem_used): Memory B AREA AVERAGE I EASFDO ¥ 4 %
Item # 9 (mem_used): S GPRINT LAST Y 4 ¥
Item # 10 (mem_used): T GPRINT AVERAGE ¥ 4 %
Item # 11 (mem_used): &+ GPRINT MAX Y 4 ¥
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Memoryf{si A 5 47 LRI 0 E ©

a=Memory(E =

b = MemoryZ|&r &

MemoryHJ{sE FH 5 7rth A 20U al/(a+b)*100
TARKRPNZ IR 2
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Memory (s A 5 77t

MY RPNFE R~ & © a,a,b,+,/,100,*

RPNEEE4 - A RGREET > EEEE A S

AEEE I > (EMEMEREE BT ER R S -
#l 5,5, 15, +, /, 100, *

15 7+13

© | 2] 120 550 |200]4 254100
5 5 5 5 0.25| 10.25 25

5 &5 15 + [ 100 *
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H2HEEENITA?
http://www.cacti.net/index.php

latest werzion: O0_8_8h

forums || repository || documentation

About Cacti

Cacti is a complete network graphing solution designed to harness the power of RROTool's data storage and graphing
functionality. Cacti provides a fast poller, advanced graph templating, multiple data acquisition methods, and user
management features out of the box. All of this is wrapped in an intuitive, easy to use interface that makes sense for
LAN-sized installations up to complex networks with hundreds of devices.

Get more details about Cact.

Ble ‘D% Yew D [ebimgia Jom g
L ™ Al |qm.nu#_u.-mau.n_mn Fr -.n.--._d—.l.l.-._u 10 :} el

Cams s # Traa mam
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" Cactie g4 17

| By Iw Y s

documentation >> Templates

: Juniper |SG Firewall (based on Metscreen o

15Q Screen0S) 0.8.7b |2009M10/05 yes yreddy |juniper
Ive Juniper IVE / VPN S5L 0.8.7e |2010/06/09 yes yreddy |juniper
Junipermx960 | Juniper MX960 0.8.7g | 30.05.2012| notrequired nica_dan | juniper

The following graph are global to all Juniper firewalls running ScreenQOS:

XXXXXXXX - CPU usage ‘

XXXXXXXX - Sessions

-
o 3.0 k
[¥)
g
i
- 4 o0k A A XXXXXXXX - IP Pool -
c AT T
o 6.0
' b 5.0 i
Mon 16:00 Mon w 1.0k M
el
From 2 Htepe 2° il
0.0 I 3.0 L N
B CPU Usage Last: 3 Mon 16:08 Mon 20:00 _— | I B
From 2009/10/1
rom S0/ 10 | | I | :I | mE. ﬁ
O Sessions Last: 2.06 k Ay a.0+ I I 1 1T

Mon 16&:00 Mon 20:00 Tue Q0:00 Tue 04:00 Tue 05:00 Tue 12:00
From 2009/10/19 14:43:15 To 2009/10/20 14:43:15

O Used IP Last: 2.00 Avg: 1.28 Max: 5.00
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F]F Cacti Plugins ¥4

64bit access control alarming analysiz audit auth automd automation availabiity banner cluster config control coordinates
csy customization dashboard database device diagrams discovery error events export extis file google gps graph
graphs groups gui interface inventory ip management ipsubnet jguery json ldap login |Dg5 mail manage map mapping
maps mik migc mulipoller my=sgl nectar netflow  ntop overview pdf performance phpip poller poling portlets  ports  predict
prediction processes radius report reportit rescurce rrd scan script security slow smokeping snmpt socap ssh stats
zyslog tabs telnet template thold threshold timespan trap tree ui url users web?2 webservice website

TANet IPvASi B-TEST

e "

| st teies
1p 227

Satbngs
Plugin Managamunt
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misE B
mis  BH-

24

i

B4 —[ TWAREN1 ]—> TANetF &

25 26 27 28 29 30
53908 M Fi9: 40440 M EORT 68515 M
138.03 M 19 150

E=EH —[ TWAREN! 1-—> TANetE#

600 M

400 M

200 M

bits per second

0
Mon 00:00  Mon 04:00  Mon 0B:00  Mon 12:00  Mon 16:00  Mon 20:00
From 2013/10/27 23:27:12 To 2013/10/28 23:31:38

BifE B 60841 M Fig 44047 M EA: 64667 M
Wit BE 13338 M 19 14806 M EK: 23793 M

R o 5
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TANet:h 180 - £ Hi3R &
20134E10H 27 H-H#E
EALE 1 (258 A %) CPUE %

SALE AN AR CPUERE

12

10
g B
2
o
4
2
o
Q0h 01h OZh 03h O04h OSn D6h OTh OBh 0Oh 100 Tih 120 13 14h 15h 16h 17h 180 10h 200 21h Zin 230
BIE B —2013/10.28 0-0-1
W CPU ERFEC ) B g8 P 8 RBX 13
E1LE 1 ---TANet B E:(5G)
B ACE - TANet &8 (56)
k=]
206
:
i
3 (R
£
=

o0

B0k Ofh Dzh 03h Déh 05 OGh O7h 0Bh DSk 10h 1 120 13h 1eh 150 16h v 1Bh 19h 20h Zh 2 73h
BEEM—2013410/28 0-10-0

miEE Ha: 231 G Fiy 147 G @xk: 259G

WY Hal 7346 M FEHD SMAEM Bk 105 G

http://mrtg.tanet.edu.tw/Report/
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2 EIRIE
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‘” i L AETE
22 4
CactiF 1%

Cacti?Z% # SNMPHY [0 & 481 [ iR & &k
FRAE rrdfgZE

Cacti T 1%
Cacti F 4 % BIE T EEHL. rrdFE
FHetUrHR HIHIRIE g =
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b Cactif®

RRDTool X 1EFZ =

1. PHPER T :
http://pecl.php.net/package/rrd

2. Perl 1248
RRDs PAKEAM -

http://search.cpan.org/search?query=rrdtool&mode=all
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State Change Aiction ko Perform Add...
T [ITANet HOC 1

Do at least 2 mdn [1]TANet NOC 1.5 Edit...
Do at least 20 min ahE-NIT-RC

Do at least 20 min [1]TANet NOC 2 Remave. ..
Op [1]TANet NOC TP 1.5

Up at leazt 5 min [1]TANet NOC _TIF
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