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Evidence Viability=Data Preservation+ Data Integrity+ Documentation



.
B
B
i
i
B
.
B
i
I
b Y
B
i
i

EPow w
o

W &P
V=
N B3
ETRS
&S
|
‘n
o
|-

&=
T

\ﬂ"
-~,
M=

\ﬂ"
-~,
M=

Pa = )% 3 BT
BT TRk
IR iv—d F‘*ﬂé’«
‘%Pé;PiF‘T P*“F"*
T Wm
%f;“—‘:‘;#ﬁ T,@,E’»an"i h 8 I
?%@i—&%iw {5~ 15

~
~

-
w3

PREL— ] R AR TRV H

¥

B 40 (7 R L T W



http://www.ics-iq.com/show_item_285.cfm

2905 IF 2L 20 {17 955

5%
2
6@ £ % g
B s 8 % g 7

EPAY

o A
o

g
—x8 2 %a
T
AT g o o &
za fB] A°

nfd

Of & A 58

PRANGE 12




" A0
All Data can be Evidence ?

el =
)4l B

g ' 2\
& SRACER BRI J(BBS Articley”
L =

sCISREE R

2>

EEREROEZAERR ?

. =AWRER - BB - FF - FER
RS - BIEEH 2

EEEREEREE

=RANFESEAMEBME ?

%Eﬁﬁ’]Eﬁ?&ﬁ%?&fﬂE’éﬂﬂﬁﬂéTé%%E’ﬁiE7
BLIEIRILEITS ? BERLIE? :
ERF :
® BENSEZZEIEE? :
@ RERFERANIEZSELKBAHE?
\ ® BENFREEERE?ANIE?

RRNEMN  NSHRLEE—BhTHKRE IR (FEEBEEN - RKESEREZER - FSERAB2KE) -


http://en.wikipedia.org/wiki/Image:Scale_of_justice.png

| _ 0
N R \5@

» During adverse civil or criminal proceedings, your collection, handling,
and storage of electronic media, paper documents, equipment, and any
other physical evidence

» Authentication

B Basically means that whomever collected the evidence should testify during
direct examination that the information is what the proponent claims.

» Chain of Custody
B Chain of custody requires that you can trace the location of the evidence
from the moment it was collected to the moment it was presented in a
judicial proceeding.
» Evidence Validation
# The data you collected is identical to the data that you present in court.
B Ensuring MD5 hashes of the original media match those of the forensic

Chain of Custody
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» FHEREE
F EEEWEE S (Cable -~ Bluetooth ~ IrDA)
P R REEERS S

0 FEBRIF _
» Oxygen Forensic for Nokia phones =l -
» MOBILedit!
’%DEE;}:J%E*AZ
» Windows CE - Palm%J3|]
» Paraben For PDA(Data Acquisition)
» Symbian£3l)
» Oxygen Forensic for Symbian OS

» iIOS-ramdisk (Elcomsoft)
» Andriod- Dalvik VM

P OENTEEEEERE
@ CellDEK (Software implement )
@ CellDEK TEK (Hardware implement)
@ CellBrite
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IPhone Tracker

» Library/Caches/locationd/consolidated.db

» SELECT * FROM CellLocation;", @"SELECT * FROM
WifiLocation;
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» Non-Commercial based Solution

B Unix-Based

@ Live Collecton
» Trusted System Command (ps - Isof - netstat.,etc.)
» chkrootkit ~ rkhunter
@ Forensic Duplication
» dcfl-dd
@ Network Collection
» Tcpdump
» Ethereal - Ettercap
» tcpxtract ~ foremost

E Windows-Based

@ Live Collection
Forensic Acquisition Utilities (dd ~ md5sum.,etc.)
netcat
Sysinternals (PsXXX)
PTFinder
» Windows Forensic Toolchest (WFT)
@ Forensic Duplication
» DD
» Network Evidence Duplicator(NED)
» Ftk Imager
@ Network Collection

» Ethereal - ettercap
» windump

¥y YTYY

» Commercial based Solution
EnCase
SafeBack

Access Data FTK
X-Ways Forensics
Paraben P2

a2

Forensic Toolkit
http://www.accessdata.com/

EnCase
http://www.guidancesoftware.com/

Incident Response & Computer Forensics Live CD
http://www.e-fense.com/helix/

Forensic and Incident Response Environment
http://ffire.dmzs.com/?section=main

The Sleuth Kit & Autopsy Browser

http://www.sleuthkit.org/

X-Ways forensics
http://www.x-ways.net/

29

. paraben

forensic tools

http://www.paraben-forensics.com
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T EE=CDig i * > p RRA 5 2008R1NK:

E 2008 R1
@http://distrowatch.com/?newsid=05102
B 2007
@http://ftp.ntua.gr/pub/linux/helix/Helix_V1.9-07-13a-
2007.1so

» Chntpw & - &+ 2 313 :ewindowsE 8 B ) 1 &
he % Win2k~Win7 & (T ¥ % 5u5 R TH 18 948 chpF 11""’ 1
e RERXR DAL > 8 L ARRRT i\ T CDis R 18 @

B http://pogostick.net/~pnh/ntpasswd/cd100627.zip
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File Carving

» File Carving, or sometimes simply Carving, is the
practice of searching an input for files or other kinds of
objects based on content, rather than on metadata. File
carving Is a powerful tool for recovering files and
fragments of files when directory entries are corrupt or
missing, as may be the case with old files that have been
deleted or when performing an analysis on damaged
media.

» Memory carving is a useful tool for analyzing physical
and virtual memory dumps when the memory structures
are unknown or have been overwritten.
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File Carving Tool- Foremost or scalpel

» Foremost is a console program to recover files based on
their headers, footers, and internal data structures. This
process is commonly referred to as data carving.

» Foremost can work on image files, such as those
generated by dd, Safeback, Encase, etc, or directly on a
drive.

» The headers and footers can be specified by a
configuration file or you can use command line switches
to specify built-in file types.

» These built-in types look at the data structures of a given
file format allowing for a more reliable and faster
recovery.
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IPhone forensics via physical acquisition
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10S Security Model(1/2)

Storage

108

Cnr;gfcﬂﬂn Interface

i

(L 229

iBoot 231

Kermel Cache® 2

(e.g. User Apps,
Libraries, GUI,
User Data} 235

08 Components |-

Secure ROM 113

CodeSes _ Li28'

Data

123 Root
Cerlificate

3

; 103;

UID119 GID 121[

Configuration Fiegiste% , ’

37



" o
10S Security Model-Sandbox(Seatbelt)

signature checked  signature checked runs as
by iBoot by Kernel mobile user  non executable
N\ . o __ stack and heap
kernel application F- WAX policy

sys/ (r) |user /private/var (rw)

NAND
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10S Security
Model-Bootin
Sequence

CodeSign check, Idid SHAT pseudo

Apple System Restore, Wipe Fix permissions Lackdownd: ushmux TCP 251

Fernel info,
DeviceTree
Apple loga,
Wiithout filesystem Battery charde |qieractive shell
libkMobileDevice = iFuse
was on PO

rioy [SLARD

Device Firmware Upgrade Mode
(ush plugtpwrthome-pwr)

Fecovery Mode
(home+ush plug)

(read-only, patched on E_EIEIEI—J:'[E’I;I:I i
VBT P

 Baseband
~ Firmware

L

~ Baseband
~ Bootloader
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IPhone Forensics

» logical forensics

B Iltunes backup (IPhoneBackupExtractor)

@%APPDATA%/Apple Computer/MobileSync/Backup/<udid>
@Encrypted (AES-256 CBC)
@Filenames : SHA1 hashes

» Physical forensics
B Forensics Ram disk(custom)

@ Use exploit to disable signature checks

@ Blackraln iBoot exploit (firmware ! 3.1.2)

@ Pwnage 2 BootROM exploit on older devices (iPhone ! 3G)

@ Limeraln/greenpoison BootROM exploit on newer devices (iPhone 4)

@ Load our own ramdisk with extraction tool (iOS 4 data protection)
41
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Booting SSH ramdisk (IPhone 3G)

» Getting into fake FDU mode and boot

B itunnel_mux.exe --ibec IBEC.n82ap.RELEASE.dfu --ramdisk
038-0029-002.dmg.ssh --devicetree DeviceTree.n82ap.img3 --
kernelcache kernelcache.release.n82

» Setting SSH tunnel via USB
B itunnel_mux.exe --lport 22 (alpine)

» Mount Partitions
F mount/
E mount_hfs /dev/diskOs1 /mntl

@fsck hfs /dev/diskOs1
E mount_hfs /dev/diskO0s2 /mnt2

» Setting environment variable
B export PATH=$PATH:/mntl/bin:/mntl/sbin:/mnt2/stash/bin:
E export DYLD_ LIBRARY_PATH=/mntl1/usr/lib
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'hank You
If you have any questions, please contact me at

pk@npa.gov.tw
peikan@gmail.com
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