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DNS 28~54 DNS i &2

NTP 556.9 monlist
SNMPv2 6.3 GetBulk request
NetBIOS 3.8 Name resolution

SSDP 30.8 SEARCH request
CharGEN 358.8 Character generation request

QOTD 3.8 Quote request
BitTorrent 16.3 Peer list exchange

63.9 Server info exchange

Quake Network Protocol

Steam Protocol 5.5 Server info exchange
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ntpdc -c monlist SERVERIP

e mbs@om b

Starting Nmap 6.4@ ( http://nmap.org ) at
Nmap scan report for . i - o -
Host is up (©.8892s latrency’.
PORT STATE SERVICE
123/udp open ntp
| ntp—monlist:
Target is synchronised with 127.127.1.@ (reference clock)
Alternative Target Interfaces:
@e.0.0.0
Other Associations (600)
#[You?) seen 3 times. last tx was unicast v2 mode 7
3@ seen 1257 times. last tx was unicast v2 mode 7
% seen 137866 times. last tx was unicast v2 mode 7
22 seen 2866 times. last tx was unicast v2 mode 7
-7 seen 14 times. last tx was unicast v2 mode 7
2IE.55 seen 8596 times. last tx was unicast v2 mode 7
™. "3 seen 3853 times. last tx was unicast w2 mode 7
“5.T #7133 seen 185 times. last tx was unicast v2 mode 7
43.3 seen 59 times. last tx was unicast v2 mode 7
een 9279 times. last tx was unicast v2 mode 7
=4r.-m.®& seen 6058 times. last tx was unicast v2 mode 7
S.m: L49: I seen 2395 times. last tx was unicast v2 mode 7
F.tAN.ME. 71 seen 3472 times. last tx was unicast v2 mode 7
een 1678 times. last tx was unicast v2 mode 7
seen 3592 times. last tx was unicast v2 mode 7
¥ seen 7959 times. last tx was unicast v2 mode 7
EZ. 8 seen 2286 times. last tx was unicast v2 mode 7
Ie seen 15 times. last tx was unicast v2 mode 7
seen 109 times. last tx was unicast v2 mode 7
21 seen 27 times. last tx was unicast v2 mode 7
F34.7 seen 19 times. last tx was unicast v2 mode 7
#.3#%183 seen 42 times. last tx was unicast v2 mode 7
m>.7 seen 8 times. last tx was unicast v2 mode 7
times. last tx was unicast v2 mode 7
times. last tx was unicast v2 mode 7
B2L_.EW.® seen 37 times. last tx was unicast v2 mode 7
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*2 seen 34 times. last tx was unicast v2 mode 7
IE.1 seen 1668 times. last tx was unicast v2 mode 7
o =#Wa2IT 2234 seen 46 times. last tx was unicast v2 mode 7

1@ seen 42 times. last tx was unicast v2 mode 7
L seen 359 times. last tx was unicast v2 mode 7
52 seen 28 times. last tx was unicast v2 mode 7
16 seen 1983 times. last tx was unicast v2 mode 7
38 seen 5 times. last tx was unicast w2 mode 7
1 seen 184 times. last tx was unicast v2 mode 7
seen 35 times. last tx was unicast v2 mode 7
53 seen 5 times. last tx was unicast v2 mode 7
X 23 seen 96 times. last tx was unicast v2 mode 7
L~Jd.w seen 206 times. last tx was unicast v2 mode 7
i.°5 seen 4 times. last tx was unicast v2 mode 7
seen 5 times. last tx was unicast v2 mode 7
IrFseen 6 times. last tx was unicast v2 mode 7
W44.74 seen S5 times. last tx was unicast v2 mode 7
=314 seen 147 times. last tx was unicast v2 mode 7
-37 seen 3 times. last tx was unicast v2 mode 7
~~3.=%.5 seen 17987 times. last tx was unicast v2 mode 7
A2.23. 72 seen 39 times. last tx was unicast v2 mode 7
-1%331 seen 14 times. last tx was unicast v2 mode 7
seen 9298 times. last tx was unicast v2 mode 7
seen 24 times. last tx was unicast v2 mode 7
4%.7 seen 6 times. last tx was unicast v2 mode 7
L33. ! seen 247 times. last tx was unicast v2 mode 7
17®_19 seen 7 times. last tx was unicast v2 mode 7
Ima.21 seen 58 times. last tx was unicast v2 mode 7
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T AN EEARUEE Chargen

$ telnet localhost chargen

Trying 127.0.0.1...

Connected to localhost.

Escape characteris '"]'.

"#8%&' ()*+,-./0123456789:;<=>?@ABCDEFGHIJKLMNOPQRSTUVWXYZ[\]* "abcdefgh
"#8%&'()*+,-./0123456789:;<=>?@ABCDEFGHIJKLMNOPQRSTUVWXYZ[\]™ "abcdefghi
#8%&'()*+,-./0123456789:;<=>?@ABCDEFGHIJKLMNOPQRSTUVWXYZ[\]" "abcdefghij
$%&'()*+,-./0123456789:;<=>?@ABCDEFGHIJKLMNOPQRSTUVWXYZ[\]~ "abcdefghijk
%&'()*+,-./0123456789:;<=>?@ABCDEFGHIJKLMNOPQRSTUVWXYZ[\]" "abcdefghijkl
&'()*+,-./0123456789:;<=>?@ABCDEFGHIJKLMNOPQRSTUVWXYZ[\]~ "abcdefghijklm
"()*+,-./0123456789:;<=>?@ABCDEFGHIJKLMNOPQRSTUVWXYZ[\]" "abcdefghijklmn
()*+,-./0123456789:;<=>?@ABCDEFGHIJKLMNOPQRSTUVWXYZ[\]" "abcdefghijklmno
)*+,-./0123456789:;<=>?@ABCDEFGHIJKLMNOPQRSTUVWXYZ[\]" "abcdefghijklmnop
*+,-./0123456789:;<=>?@ABCDEFGHIJKLMNOPQRSTUVWXYZ[\]™ "abcdefghijklmnopq
+,-./0123456789:;<=>?@ABCDEFGHIJKLMNOPQRSTUVWXYZ[\]" "abcdefghijklmnopqr
,-/0123456789:;<=>?@ABCDEFGHIJKLMNOPQRSTUVWXYZ[\]" "abcdefghijklmnopqrs
-./0123456789:;<=>?@ABCDEFGHIJKLMNOPQRSTUVWXYZ[\]" "abcdefghijklmnopqrst
J/0123456789:;<=>?@ABCDEFGHIJKLMNOPQRSTUVWXYZ[\]" "abcdefghijklmnopqrstu
/0123456789:;<=>?@ABCDEFGHIJKLMNOPQRSTUVWXYZ[\]™ "abcdefghijklmnopqgrstuv
~]

telnet> quit

Connection closed.
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DNS UDPJ A I B2 3545

{22 FHDNS Serverf % 8 & ZH 218E
options {
allow-query-cache { none; };

recursion no;

BEA A A 2 -

acl corpnets { 192.168.1.0/24; 192.168.2.0/24; };
options {
allow-query { any; };

allow-recursion { corpnets; };

}s

PR S (O HPRE S —FDS{EAEH » bind 9.8PAE 7 )
rate-limit {
responses-per-second 5;

window 5;

};
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DNS UDPRUAIEE AT TR

EXntpd YR EFE » FEUn X &Y THES AT
Jetc/ntp.conf

restrict default kod nomodify notrap nopeer noquery
restrict -6 default kod nomodify notrap nopeer noquery
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SNMP UDP} A I B 5

snmp-server community cisco-rlc RO 66

HILT TR S EEHERE(RO Read Only)HYsnmp community Fscisco-rlcill:
HigEERFHYIZR66

snmp-server community rlc-cisco RW 77

#ILTHE S5 EEE(RW Read Write)HYsnmp community Arlc-cisco
W Bfs EERHFHIIRTT
access-list 66 permit ip host 172.16.6.100

access-list 77 permit ip host 172.16.6.101

ERTTFHBIER 6618 7037172.16.6.100 - FHNFIFR77{E SLaT
172.16.6.101
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